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Executive Summary

This document is the final version of [1]. It provides the basis for a formal specification framework that
can be used to specify the design and deployment of trusted Internet of Things (loT) application. We
present the final version of the definition of the concepts of safety and assurance for loT applications
and the results of some verification efforts for addressing some specific problems.

In this document, we take advantage of temporal logic specifications complemented with security con-
cepts to prove some of the defined security properties. We rely on existing frameworks and verification
tools (possibly adapted) to address the identified verification problems. We also present the final version
of the CROSSCON security properties and the final formalization of the CROSSCON separation kernel that
considers the dynamic creation of sub-domains as well as shared memory among domains. Moreover,
we present manual proofs of some of the properties. Furthermore, we discuss and present formaliza-
tion and automatic proofs for the case where we use TEE and virtualization-less architecture and how
to prove the correctness of the CROSSCON configuration file. We also present the final version of the
CROSSCON certification manifest and some effort in leveraging open source verification tools to prove
the correctness of some components.
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1 Introduction

This document provides the final results related to formalizing the CROSSCON stack. It summarises the
results of Tasks 2.2 and 2.3, which aim to provide a comprehensive formal picture of the CROSSCON
architecture.

In this document, we discuss in detail the security properties that we aim for and their formalization in
the scope of the CROSSCON separation kernel. Moreover, we present results for the formalization and
verification tasks and discuss the experience gained using open source verification tools for verifying
digital hardware designs written in Verilog.

This document will be used as the basis for the formal technical work of the project.

1.1 Relation to Other Project Work

The document is closely related to the initial version of the CROSSCON Open Specification preliminary
discussed in D2.1 [2] and finalized in D2.3 [3], the result of Task 2.1. In turn, it relates to the definitions
of use cases in D1.1 [4] and the technical specification of the corresponding general requirements as
documented in D1.2 [5].

The formal specification laid out in this document will benefit the work related to the CROSSCON stack,
performed in WP3, and domain-specific hardware extensions, performed in WP4.

1.2 The CROSSCON high-level architecture

As thoroughly discussed in D2.1 [2] and finalised in D2.3 [3], the current abstract architecture at the
highest level of CROSSCON can be represented graphically as shown in Figure 1.

......... 1¢ stage level protection

————— 2¢ stage level protection _ Isolation Component =+ = -+ - - - - - Privileged-level separation

REE TEE

TEE technology protection

VMO VM1

: 1 : : 1
Trusted [ Trusted 1 = Trusted | Trusted 1 (]
are | are i o arp B aPe i

REE
Privelege
Level
12437
abajpang
EENR

CROSSCON Hypervisor TEE Hypervisor

2nd stage 2nd stage

+ Firmware -+

Processor

Interconnect

4th Stage

CROSSCON FPGA services
Bus Master 1 Bus Master N
FPGA

Figure 1: The CROSSCON high-level architecture.

As discussed in D2.1 [2] and in D2.3 [3], we distinguish two high-level cases: deployment in the case of
i) a Rich Execution Environment (REE) and ii) a Trusted Execution Environment (TEE), where both REE and
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TEE support several different privilege levels. In both cases, at the lower levels of the CROSSCON stack,
we have an Instruction Set Architecture (ISA) that varies depending on the CPU architecture families
(e.g., RISC-V, Arm with all their variants) considered, each equipped with different capabilities (e.g., the

presence of a TEE, privilege levels). On top of the ISA, we consider a firmware layer, which might not be
needed, depending on the CPU architecture and the needs of the upper layers of the stack.

1.3 Structure of the Document

This document is structured as follows. In Chapter 2, we discuss related works and present the final
version of the security properties. In Chapter 3, we discuss the final version of the formalization of the
CROSSCON separation kernel together with the proof of some security properties. In Chapter 4, we dis-
cuss a detailed formalization of the CROSSCON design for the TEE and virtualization-less case together
with an automated proof of correctness. In Chapter 5, we discuss the formalization of the checks on
the CROSSCON hypervisor configuration file to ensure that the properties and separations discussed in
Chapter 3 are satisfied. Chapter 6 discusses the formalization and verification of the finite-state ma-
chine governing the dynamic creation of virtual machines. Chapter 7 discusses the experience of using
open source formal verification tools to verify digital hardware designs written in Verilog. In Chapter 8,
we discuss the structure of the certification manifest, in which we propose to include certifications on
properties of the artifact to which the manifest will be associated. Finally, in Chapter 9, we conclude
and outline future work.

1.3.1 Major changes w.r.t. D2.2

As mentioned above, this is the final version of the deliverable 2.2 [1]. We take several sections from
the first version with minor modifications (this is the case for chapters 2, 3, 4).

The major changes correspond to new sections and/or chapters. In particular, we added Section 3.7,
and Chapters 5, 6, 7, and 8.
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2 CROSSCON Security properties

As the first step towards the formalization of the CROSSCON stack, we analyzed different specifications
available in the literature to assess both the definition of isolation and the security properties they con-
sidered. In Section 2.1 we briefly summarize each of them, while in Section 2.2 we summarize what we
are currently envisaging to adopt (we may revise them in the remaining time of the project).

2.1 Related works

The most related approaches to formalize isolation and to define security properties are:

» sel4 —The world’s most highly assured operating system kernel,

» CHERIot — Capability Hardware Extension to RISC-V for Internet of Things (CHERIoT),

» GWV — Security model formalization by Greve, Wilding, Vanfleet,

» Noninterference security guarantee.

In the remainder of this section, we summarize their main characteristics and their definition of security
properties.

2.1.1 Security properties of selL4

The sel4 is a general purpose operating system micro-kernel whose specification has been subject to
machine-checked formal verification [6], and its implementation has proven to be functionally correct
according to the specification. Among other things, it guarantees the three classical security properties:
confidentiality, integrity, and availability which are roughly defined as follows:

Confidentiality: The selL4 will not allow an entity to read data without having been explicitly given read
access to the data.

Integrity: The selL4 will not allow an entity to modify data without having been explicitly given write
access to the data.

Availability: The sel4 will not allow an entity to prevent the authorized use of resources by another
entity.

From a thorough reading of the documentation, we notice that the proofs for guaranteeing the above
security properties do not consider temporal aspects. Thus, the above security properties are static and
not associated with time. Moreover, all the proofs are based on the following assumptions [7]:

» The hardware operates as intended, meaning that we assume that it functions correctly by adher-
ing to its specifications. In practical terms, this assumption implies that the hardware has not been
tampered with or is operating within its designated conditions.

» The theorem prover is correct, i.e., we can trust the solver used to prove the properties, which is
bug-free, and the proof rules used to prove the properties are correct.

There are also other assumptions, and we refer the reader to [7] for additional details.
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2.1.2 CHERIOT security properties

Capability Hardware Extension to RISC-V for Internet of Things (CHERIoT) [8] is an Instruction Set Ar-
chitecture and software model built on top of CHERI [9]! and RISC-V to provide spatial memory safety,
deterministic use-after-free protection, and lightweight compartmentalization exposed directly to the
C/C++ language model.

CHERIOT can run existing embedded software components on a clean-slate Real-Time Operating System
that scales up to large numbers of isolated (yet securely communicating) compartments. Thus, CHERIoT
considers notions of memory safety. In its settings, a system is said to be memory safe if its references
to memory are:

Unforgeable: Areferenceto memory (in particular, the authority to access memory) can be constructed
only from other references.

Monotonic: A constructed reference will have no more authority than its progenitor reference (and
may have less).

Spatially Safe: References to memory authorize access to a set of memory locations determined when
the reference is constructed.

Temporally Safe: References to a region of memory will not remain usable across memory reuse for a
different allocation.

CHERIOT leverages the notion of compartment: a collection of code, data, and capabilities that serves
as a callable security context. Given these concepts, it defines two global security properties:

» No compartment should be able to access another compartment’s data, except where explicitly
shared.

» No thread should be able to access the data of another thread except where explicitly shared.

We remark that, although CHERI was also applied to other architectures, like for example MIPS and ARM,
CHERIoT is tightly coupled to the RISC-V architecture, and its extension to other families is not trivial.
Moreover, CHERIoT targets embedded devices that do not support virtualization of the memory in the
classical sense; thus, CHERIOT devices do not support classical operating systems (e.g., Linux), while
CHERI, differently from CHERIoT, considers virtualization of the memory. In the case of the CROSSCON
stack, we aim to cover both cases (with classical memory virtualization and without).

2.1.3 GWV security properties

Greve, Wilding and Vanfleet (GWV) [10] proposed a security policy that defines a model of a separation
kernel, which enforces partitioning between applications running on a single processor system. To this
extent, GWV defines notions of partitions and segments and proposes three basic separation proper-
ties:

Non-exfiltration: This property indicates that an executing partition will not influence memory seg-
ments outside of its permitted set of segments.

Non-infiltration This property indicates that the execution partition can only use information from its
permitted set of segments to affect its execution behavior.

Non-mediation: This property indicates that when a partition executes, the effect on a segment does
not depend on anything other than the segment’s original value and the values of the current partition.

1The RISC-V open source project https://riscv.org/.
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GWV security properties are very general and different from the other two previously considered cases;
they encompass time (execution).

2.1.4 Noninterference security property

Non-interference (sometimes also called non-inference) is a model of multiple levels of security pro-
posed by Goguen and Meseguer [11]. It models a system composed of a number of users, inputs and
outputs, and actions with a state-transition machine. The main motivation is a security policy repre-
sented by a relation between users specifying which information flows are permissible (usually from
low-marked inputs to high-marked outputs) and which are not (from high-marked inputs to low-marked
outputs). Therefore, non-interference is a property that restricts the information flow through the sys-
tem. In this setting, the main verification effort is to show that high-marked inputs cannot interfere with
low-marked outputs.

Non-interference: X is non-interfering with Y in a system M if X’s input to M does not affect M’s output
toY.

Confidentiality: An immediate consequence of non-interference is that the observations of Y are en-
tirely independent of the actions of X. Therefore, the non-interference property also expresses the
confidentiality guarantee of X’: X cannot reveal any secrets to Y through M.

Integrity: Similarly, the consequence is that no information flows from X to Y through M. Therefore, it
also expresses the guarantee of the integrity of Y’: Y cannot be corrupted by X through M.

It seems intuitive that the information flow relation must be transitive; that is, if the flow from A is al-
lowed and the flow from B to C is allowed, then the flow from A to C must also be allowed. However,
this transitivity property then makes the ability of trusted users to downgrade the information (for ex-
ample, from high to low mark) irrelevant, as transitivity implies that this always happens. As reasoning
about what a user can do (e.g., downgrade) is useful, non-interference without the transitive property
was also studied under the name of intransitive non-interference [12].

2.2 The CROSSCON proposal

In CROSSCON, we adopt a slight variant of the classical seL4 security properties: confidentiality, integrity,
and availability, as these properties are generic enough to avoid being RISC-V specific (as in the case of
CHERIOoT) and at the same time are not too abstract (as in the case of GWV). In addition, confidentiality
and integrity are both part of the CIA triad, which is an established model designed to guide policies
for information security. This allows us to properly capture the architecture-independent spirit of the
CROSSCON stack together with the necessary hardware features. Thus, similarly to the sel4 case, we
will consider the following security properties.

Confidentiality: The CROSSCON stack will not allow an entity to read data without first giving the entity
explicit permission to do so.

Integrity: The CROSSCON stack will not allow an entity to modify (write) data without explicitly having
been given the entity write access to the data.

Availability: The CROSSCON stack will not allow an entity to prevent an authorized use of resources by
another entity. This is similar to the case of seL4, which means that the different CROSSCON elements
will eventually get the resources needed if authorized to get them.

Furthermore, we also adopt the non-interference property since it is suitable for establishing the se-
curity property of memory isolation and separation of domains. Informally, we state this property as
follows.
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Non-interference: The CROSSCON stack will provide domain separation in the sense that changes in
the state of one domain do not affect the state of any other domain.

In the formalization (next chapter), we provide formal counterparts to the above properties. Similarly
to the other approaches considered, we assume the following points.

» Unless strictly necessary, we keep temporal aspects out of the formal specification, thus considering
static properties.

» We assume that the Hardware (HW) behaves correctly.

» We assume that there are no side-channel attacks. We may then reconsider this in future revisions
of the formalization.

» We assume that the verification engine is correct, i.e., it does not allow one to conclude false results.

For the formalization, we will follow the architecture decomposition of the CROSSCON stack. For the
verification of the security properties, we aim to adapt existing verification techniques such as model
checking [13], theorem proving, for instance by means of Satisfiability Modulo Theory (SMT) solvers
[14], and compositional reasoning [15], along the lines followed in the preliminary work on limited HW
architectures [16].
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3 The CROSSCON separation kernel formalization

In this chapter, we present our approach towards the formalization of a CROSSSCON separation kernel,
which serves as a model for the CROSSCON hypervisor. We define fundamental notions and specify nec-
essary assumptions about the separation kernel model. Within our formal setting, we also characterize
and prove several security properties that are often found in the related literature.

3.1 Separation kernel

Conceptually, a separation kernel is the core component of a system that divides the system’s resources
into distinct domains, often also called partitions or worlds. Its main goal is to enforce separation be-
tween these domains, akin to the level of separation found in physically distributed systems.

In practice, a separation kernel comprises various hardware and/or software modules that are integrated
into a hypervisor (i.e., virtual machine monitor) or a supervisor operating system implemented for acom-
patible computer architecture. Assuming that the architecture provides appropriate protection and iso-
lation mechanisms, such as support for at least two processor privilege levels and a memory protection
unit or memory management unit, we devise a separation kernel model to support the implementation
of the separation kernel based on the hardware and software co-designed approach. However, com-
pletely software-based approaches based on code instrumentation and instruction emulation are also
possible.

We conceptualize the separation kernel as a cohesive entity that delivers specific security guarantees.
Our formalization of the separation kernel includes a model of a machine (e.g., a processor and memory
management unit) that provides separated execution environments as well as assumptions about the
behavior and operation of the model. Based on these, we also reason about the model’s security-related
properties for which we provide several guarantees.

The execution environment provided by the separation kernels consists of one or more domains isolated
via isolation and protection mechanisms. We offer (and later in this document, we also formalize) the
following two views on the separation provided by the separation kernel model:

» separation of the separation kernel from the domains, and

» separation of the domains from each other.

3.2 Machine state

We start our formalization with a definition of the state of a computer system, simply called a machine,
comprising at least a main memory and a microprocessor. Modern microprocessors in a single integrated
circuit often provide several separate processing units, called cores. Hence, we first define a single-core
state representing microprocessors having one processing unit. Afterward, we expand this representa-
tion to multiple-core state to include processors with two or more processing units that share the main
memory. Finally, we consider various modes and assumptions regarding how cores can be shared within
security domains.
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3.2.1 Single-core state

Consider a computing system consisting of a main memory and a single processing unit containing a
set of general-purpose registers and several special-purpose ones. We use o to denote the state of the
machine and represent it with a quintuple

o = (mem,reg, pc, pl, ad)

where the components of the state o are as follows:

» A mapping mem : Ay — V) representing a memory, for example, a full physical memory address
space that a processor can address. Here, Ay is a set of all memory addresses, and Vy, is a set of
values that a memory location can contain.

» A mapping reg : Ag — Vg representing a set of registers. Here, Ay is a set of register labels, and Vp
is a set of values that a register can hold.

» A variable pc : Ay, which represents the program counter register usually incorporated within a
processor.

» A variable pl : {S, U} that identifies the current privilege level where S indicates the privileged level
(i.e., used for a separation kernel or operating system) and U indicates the unprivileged level (i.e.,
used for operating system or user applications).

» Avariable ad : {1,..., N} that identifies the currently active domain from the set of domains. We
consider that there are N domains.

Practical computer architectures may be very complex in organizing their memory and registers. With-
out delving into the details of these practicalities, we consider a simplified and unified view of memory
and registers. In particular, we assume that the model uses W-bit memory addresses that may hold
W-bit values, as well as processor registers containing W-bit words. We assume that there are L regis-
ters, i.e., |[Ag| = L. Furthermore, we also assume that the sets A, Vi, Ar, Vk € N contain consecutive
numbers starting from 0. For example, if we set W = 32 and L = 16, we obtain Ayy = Vyy = Vg =
{0,...,2%2—1}and Ag = {0,.. .., 15}. We formalize these conditions in the following assumptions.
Assumption 1. The main memory consists of 2 cells, where each cell contains a W-bit value, i.e.,

Ay =Vy=1{0,....2% - 1}.

Assumption 2. The processor supports L general purpose registers, where each register contains a W-bit
value, i.e.,
Ar=10,...,L—1} and Vg=1{0,...,2% —1}.

Hence, we have
Lemmal. Ay = Vy = Vi

For the simplicity of definitions and specifications of the model behavior and semantics of machine
instructions, we also assume that W bits are enough for encoding machine instructions and representing
their operands. In particular, all instructions (and their operands) are encoded with exactly W bits.
As a consequence, incrementing the program counter register (which points to the current machine
instruction) changes it to point to the succeeding instruction.

Assumption 3. Machine instructions and corresponding operands are uniformly encoded and repre-
sented with exactly W bits.

Dynamic core assignment. The component ad of the state o, i.e., 0.ad, specifies the active domain.
Depending on this setting, the separation kernel must configure the corresponding isolation and protec-
tion mechanisms. For a single-core machine running a separation kernel providing multiple domains,
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a domain-switching procedure must also be implemented. As discussed later in this document, this

can be modeled with special instructions that perform the re-configuration and set the active domain
component ad to the proper value.

3.2.2 Multi-core state

Practical multi-core systems share the main memory between instruction processing units, but they have
their own set of registers. It is straightforward to expand the single-core state to model the multi-core
processors by duplicating certain parts of the original state.

Consider a processor with P € N, where P > 1, cores, then the multi-core state o p is defined as
op = (mem,o,...,0p) Where o} = (reg;, pci, pli,ad;).

Here, o; is a sub-state of the i-th core while the components are defined accordingly, as in the case of
the single-core representation. The sub-state o; represents the i-th core registers (e.g., general-purpose
and specific registers) but excludes the representation of the main memory, which is shared among all
the cores.

Observe that any code is always executed in the context of a particular core. Hence, besides the shared
main memory, the executed instruction can only alter the core-dependent sub-state. For this purpose,
we define the i-th projection f; of the multi-core state op into the i-th single-core state o7, i.e.,

oi = filop) = (mem, o).

Thus, the projected state includes only the components that are relevant to the execution of the instruc-
tion.

Static and dynamic core assignment. Now, consider a multi-core machine where the component ad
of the i-th sub-state o7, i.e., 0;.ad, specifies the active domain for the i-th core. The inverse information
of that represented by o;.ad, is to obtain all the cores assigned to a given domaind € {1,...,N}. For
this purpose, we define a function

cores: {1,...,N} — PALERUCPIN cores(d) = {i | oj.ad = d}.

Our first assumption related to core assignment states that no two domains share the same core. Notice
that a domain can use several cores.
Assumption 4.

cores(i) Ncores(j) =0 forall 1<i,j<N,i# ]

Static core assignment refers to the assumption that the assignment of cores does not change with
time.

Assumption 5. n static core assignment, the component o;.ad is fixed throughout execution for all i €
{1,...,N}.

The dynamic core assignment allows for a change of the active domain if the no-sharing assumption
remains satisfied.

Assumption 6. In the dynamic core assignment, the component o;.ad can change throughout execution
forallie{1,...,N}due to the constraint that Assumption 4 remains satisfied.

3.2.3 State notation

Observe that there is intentionally not much difference in the definition of the single-core state o and
particular multi-core sub-states o;, where 1 < i < P. As many of the definitions and results discussed
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in this document apply equally well to all of them, we use the notation ¢ to denote any of them in the
rest of the text. Moreover, we often omit o as well and only use the state component names.

In particular, we write only mem to denote o.mem, reg to denote o.reg, pc to denote o-.pc, plto denote
o.pl, and ad to denote o.ad.

3.2.4 Configuration

In the previous deliverable D2.2 [1], we have assumed that the configuration of the separation kernel is
implicitly contained within a state. In particular, memory configuration and partitioning were described
with additional assumptions considering the static setting, where the configuration cannot change with
time (i.e., during the execution of the separation kernel).

Here, we extend the state formalization with the corresponding formalization of the configuration. We
define it using a function

2AL,...,N} = PAy) X P(Apy) X P(Ay) X P(Apy)
Using the notation from the previous section, we are also able to define it as a function
X(d) = (A4, Ca, Dy, Eg).

Here, the components specify address regions for the domain identified with d. In particular, for a
domain d, the sets Ay, Cy4, Dy, E; are the full address space, the code memory segment, the data
memory segment, and the memory-mapped devices segment, respectively.

Not every configuration is a valid one. The main configuration constraints related to the domain memory
protection are defined later with Assumption 7.

3.3 Memory protection

In this section, we discuss the assumptions and constraints we envisage for the CROSSCON separation
kernel by defining the memory layout partitioning, the memory-mapped 1/0 sub-regions, and the con-
cept of an effective domain.

3.3.1 Memory partitioning

Each domain, as well as the separation kernel, must have its own memory region to function properly.
Let A, represent the addresses occupied by the memory region assigned to the domain d, where 1 <
d < N, and let Ag represent the addresses occupied by the memory region assigned to the separation
kernel. We often denote Ay = Ag to simplify notation in formulas.

Each address region A, where 0 < d < N, consists of the following two sub-regions:
» a code sub-region C; C A, containing the instructions that can be executed;

» a data sub-region D; C A, containing data that can be read or written to.
Assumption 7. Separation of memory regions:

» A; C Ay forall0 <d < N (the main regions).
» A;NA;=0forall0<i< j< N (the main regions are disjoint).
» Cs,CAsand Dy C Agforall0 < d < N (code and data regions are sub-regions).

» C,UD,; =A,forall0 <d < N (the code and data sub-regions fully cover the domain sub-region).
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» CasnNDy=0forall0 <d < N (code and data sub-regions are disjoint).

An example memory map that satisfies the above assumptions is depicted in Figure 2.

As Ai Az Ay
o DSMCI|DI CQ|DEWWCN|DN

Figure 2: An example of a memory map.

From these assumptions follow the observations contained in the next lemma regarding the disjointness
of the specific sub-regions.
Lemma 2. Forall0 <i # j < N, we have

| 2 CiﬂCjZQ
| 2 D,‘ﬂDj=®
| 4 CiﬂDjZ(b

Proof. For example, tosee C;NC; = (), observe that C; C A;and D; C A;. Then the disjointness follows
fromA;NA;=0. O

3.3.2 Memory mapped I/O sub-region

When a domain requires access to an 1/O device, we employ a memory-mapped I/O approach, where
device registers are mapped to specific locations of the main memory. In our model, these locations
are represented by a sub-region E; C Ay. In particular, we also assume that it is part of the data sub-
region, i.e., E; C D,. The rationale for this is that the hypervisor under consideration only supports
pass-through access to 1/0 devices with static assignment of the I/0 regions.

Assumption 8. Statically assigned memory-mapped 1/0, that is,

E; C D; foralldomainsd where 1<d<N.

In order to obtain security-related guarantees, we have several options related to the E,; regions:
» E;,=0forall0<d<N.

» We trust the I/O system and statically assign 1/O regions (as explained above).

» We related to WP4 and the I/O protection mechanisms developed there.

In this document, we mostly reason based on the first option. However, our results also apply to the
other two options if there is no information flow between different 1/0 regions. The non-interference
property is useful here. In particular, for 1 < i, j < N, we say that E; is non-interfering with E; if an

alteration of locations A; does not affect any location A ;.

3.3.3 Effective domain

The separation kernel provides domain separation by controlling memory access by proper configuration
of the memory management unit. Exactly one domain is active at a time and only its memory and the
memory of the kernel can be accessed. Let d = ad be the active domain identifier. Then, only the
memory region Ag of the separation kernel and the memory region A, of the domain identified by d are
accessible. Furthermore, access rules for these two regions depend on the current privilege level stored
in pl.

Document name: D2.4 CROSSCON Formal Framework - Final Page: 20 of 65 \
Reference: Dissemination: Version: \ 1.0 Status: Final \




crRESSCeN

In the case of a violation of memory protection, that is, when a location outside these two regions is
accessed, the computation halts. In practice, an exception in the processor may be triggered. However,
there are also other conditions that may cause the computation to halt. We describe the details of the
memory protection in the following text.

To specify instructions that our model is able to provide, we consider three kinds of memory accesses:
» R-—read access: an instruction reads data from the memory,

» W — write access: an instruction writes data to the memory, and

» X —fetch access: the instruction pointed to by the o.pc register is read from the memory.

Whether a particular memory access is successful also depends, in addition to the kind of access, on the
current privilege level, i.e., o.pl. At any moment, only the memory regions of the separation kernel and
the active domain identified with o.ad are accessible according to the following access rules (see also
Figure 3):

Unprivileged level: Applicable when pl = U. Consider d = ad.
» R-read: Data may be loaded from regions C; or D,;.

» W —write: Data may be stored in the region D,.

» X —execute: Instructions may be fetched from the region Cj.
Privileged level: Applicable when p/ =S.

» R -—read: Data may be loaded from regions Cs or Dyg.

» W —write: Data may be stored in the region Dyg.

» X -—execute: Instructions may be fetched from the region Cy.

Cs Ds Co | Do X

S RX S:RW U RX U RW

Figure 3: The protection provided by separation kernel.

However, notice that in some systems, the privileged level, that is, p/ = S, may also allow access to the
corresponding regions of the active domain. However, we assume that the CROSSCON Hypervisor never
allows or performs such access.

Assumption 9. When pl = S, the memory access outside of the Ag region is never performed or halts
the computation.

To formalize the above access rules, we first introduce three auxiliary functions: canr(a), canw(a), and
canx(a) for read, write, and fetch access, respectively, to an address q, i.e.,

» canr(@) = pl=SAaecAsVpl=UAacAy,,
» canw(a) = pl=SAaeDsVpl=UAac¢€ Dy,
» canx(a) = pl=SAaeCsVpl=UAaeCCy.

Observe, that o argument is implicit for all three functions.
Assumption 10. Protection mechanism guarantees. An instruction

» can read the data stored at the address a € Ay, if and only if canr(a) is true,

» can write the data to the address a € Ay, if and only if canw(a) is true,

» can be fetched/executed from the address a € Ay, if and only if canx(a) is true.
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When a violation of these rules is detected, an exception (i.e., protection interrupt) is thrown.

3.4 Unprivileged instruction semantics

In this section, we consider several exemplary instructions representing arithmetic and logic operations,
load and store operations, and control-flow operations. We use I(a) to indicate an instruction that re-
quires access to the address a (for reading or writing data or fetching the instruction). These instructions
are sufficient to model any possible complex instruction. In our discussion, we follow the RISC (reduced
instruction set computer) computer architecture paradigm.

Note that in all our definitions of instructions, we assume that at the end of the instruction execution,
the program counter register is also incremented, i.e., pc < pc + 1., unless pc is explicitly set for that
part of the execution (relevant only for definitions of control-flow operations).

3.4.1 Memory access obligations

Here, we present a framework for defining the semantics of machine instructions. To do this, we specify
a function [-]] : ¢ — o, which maps a state to a state (that is, it specifies how the instruction modifies
the state to which it is applied). In definitions, we omit o~ as a function argument (which is implicitly
used). We also assume r € Ag and a € Ay,. However, we do not explicitly give all the details for all the
instructions, but we propose only guidelines and obligations for the definitions.

For the semantics to be aligned with the separation kernel protection mechanism discussed above, sev-
eral obligations must be respected in the definition of the instructions. In this sense, the following
assumption is a consequence of Assumption 10.

Assumption 11. The semantics of each instruction 1(a) must satisfy the following obligations when the
memory address a € Ay, is accessed:

» Read obligation: Any read from the address a, i.e., use of the value mem|a), is bound to the canr(a)
predicate:
=canr(a) = [I(a)] = L.

» Write obligation: Any write to the address a, i.e., writing to the value mem|a), is bound to the canw(a)
predicate:
=canw(a) = [I(a)]] = L.

» Fetch obligation: A fetch of the instruction I(a) from the address a, i.e., fetching from the mem|al, is
bound to the canx(a) predicate:
=canx(a) = [l(a)] = L.

3.4.2 Arithmetic and logic operations

We present several examples of unary and binary arithmetic and logic instructions following the RISC
(reduced instruction set computer) computer architecture paradigm. We start with an example of unary
instruction.

[NOT ] = {rfg[r] — ~regl[r] canx(pc)

otherwise

Note that, ~ denotes the operation of taking a binary representation of the operand and negating its
bits (one by one).
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We continue with an example of binary instruction

[ADD ry, rs]l = {reg[rd] « reglral + reglrs] - canx(pc)

otherwise

3.4.3 Load/store operations

Now, we consider LOAD r, a, which loads into the register r the content of the memory at address a, and
is defined as follows.

[LOAD r,a] = {r eg[r] < mem[a] canx(pc) A canr(a)

otherwise

It is easy to check that LOAD r, a satisfies all three memory access obligations (Assumption 11):

» It is fetched from the program counter address. Therefore, canx(pc) appears in the condition. If
canx(pc) is false, the semantic function evaluates to L.

» It reads from the memory address a. Therefore, canr(a) protects read access, and if canr(a) is false,
the semantic function evaluates to L.

» In does not write to the memory. Therefore, canw(a) is not used.

We also consider STORE r, a, which writes in memory at address a the content of the register r, and is
defined as follows.

[[STORE r,a] = .
otherwise

{mem[a] «— reg[r] canx(pc) A canw(a)

Other more complex instructions can be modeled similarly by considering simpler instructions. Their se-
mantics must be defined to satisfy the Assumption 11. For an example, consider aninstruction LOAD.REL 74, rg, a
that loads into the register r; the content of the memory at the location specified by reg[r] + a, where

ry is a register and a is a memory address.

[LOAD.REL 4, rg,a]l =

reglrqyl <« mem[reg[rs] + al canx(pc) A canr(reg[rs] + a)
otherwise

3.4.4 Control-flow operations

Here, we consider control-flow operations. We start with JUMP a, which modifies the program counter
in order to continue the execution at the value specified at address a®.

c«—a canx(pc
pumpag =7 (pe)
L otherwise

We continue with the BRANCH.ZERO r, a, which conditionally sets the program counter to the address
a if the content of a given register r equals zero, otherwise the execution continues regularly with the
next instruction.
pc—a canx(pc) A reglr] =
[BRANCH.ZERO r, a]l = { no operation canx(pc) A reg[r] #0
L otherwise

1without loss of generality, a can be either a static address, and in this case, we use the value directly, or a register, and in this case, we
use the value stored in the register.
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3.5 Memory security

In this section, we analyze the proposed separation kernel model in relation to various security proper-
ties of accessing the memory.

3.5.1 Validity of access

Consider an instruction I(a) that accesses the memory at an address a € Ay;. The type of access can be
any of read/write/fetch.

3.5.1.1 Invalid access

If a € Ay falls outside the allowed memory regions (i.e., the separation kernel or domain memory
region), then due to protection, the execution of the instruction will cause an exception. We state this
formally with the following lemma.

Lemma 3. Consider an instruction I(a) that accesses (read/write/fetch) the memory at the location a €
Ay. Ifa ¢ Ag U Ay, then [I(a)] = L.

Proof. Forread, write, and fetch access canr(a), canw(a), and canx(a) must hold, respectively. Consider
the former. By definition of canr(a), we have that p/ =SAa € Ag vV pl = UAa € Ay, which is definitely
not true if a ¢ Ag U A,y. Similarly, we can conclude the same result for write and fetch access. ]

3.5.1.2 Valid access

Since the addresses a ¢ Ag U A, are invalid, let us focus on the addresses a € Ag U A4 and see if they
are all valid. We consider a € Cs U Dg U Cyq U D4, thus having a more granular view of the memory
regions with respect to the data/code section and the separation kernel/domain region.

An overview of the results is shown in Table 1, where a particular cell shows a privilege level when
an instruction successfully accesses (read/write/execute access) the memory at address a. If the cell
contains L, then the access is invalid, and [[I(@)]] = L. The main two rows, denoted by SK and DOM,
contain the rules for the regions of the separation kernel and the effective domain, respectively.

Table 1: Valid memory accesses.

read write fetch

ac canr(a) canw(a) canx(a) || pc e
Cg pl=S L pl=
Dy pl=S pl=S 1
Cua || pl=U L pl=U
Dy || pl=U pl=U L

SK AS CS

DOM | Ay Cud

For example, if an instruction makes a write access to the main memory at address a € Dg C Ag, i.e.,
the separation kernel data region, we check the corresponding cell and see that p/ = S must hold for
the access to be allowed. Otherwise, the computation would halt. In the following sections, we explain
the details of Table 1 and prove the particular security results.

3.5.2 Access type

Consider a state o-and an instruction I(a) that is successfully executed, that is, [I(a)]] # L, in the context
of the state o. In what follows, we examine such instructions with regard to read, write, and fetch
memory access where the address is part of the separation kernel or active domain memory region,
thatis,a € Ag U Auy.
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3.5.2.1 Read access

Lemma 4. When an instruction I(a) executes successfully, i.e., [I(a)]] # L, and reads from the memory
at address a € Ag U A,q, we have

ac€As < pl=S and a€cAy < pl=U.

Proof. From [[I(a)]] # L and the read obligation, i.e., =canr(a) = [[I(a)]] = L we get that canr(a) holds.
Froma € Ag U A,y and Ag N A,y = 0 (disjointness), we have two cases: eithera € Ag ora € A,y. By
the definition of canr(a) and disjointness, either the left or right term of

pl=UAacA,y V pl=SAacAg

holds.

Now, if a € Ag, thena ¢ A,4, and hence pl = S. And vice versa, if p/ = Sthen pl/ # U, and hence a € Ag.
Similarly, if a € A,y thena ¢ Ag, and hence pl = U. And vice versa, if pl = U then pl # S, and hence
ae Aad- O
3.5.2.2 Write access

Lemma 5. When an instruction |(a) executes successfully, i.e., [I(a)]] # L, and writes to the memory at
address a € Ag U A,y we have

aeDs < pl=S and aeD,y < pl=U.

Proof. From [[I(a)]] # L and the write obligation, i.e., =canw(a) = [[I(a)]] = L we get that canw(a)
holds. From a € Dg U D,; and Ds N D,; = 0 (disjointness), we have two cases: either a € Dg or
a € D,4. By the definition of canw(a) and disjointness, either the left or the right term of

pl=UAaeDyVpl=SAaceDg

holds.

Now, if a € Dg thena ¢ D4, and hence pl = S. And vice versa, if p/ = Sthen pl/ # U, and hence a € Dg.
Similarly, if a € D4, then a ¢ Ds, and hence pl/ = U. And vice versa, if p/ = U then pl # S, and hence
a € Dgy. ]

3.5.2.3 Fetch access

Lemma 6. When an instruction 1(a) is successfully, i.e., [I(a)]] # L, fetched from the memory at address
a € Ag UA,y, we have

acCy & pl=S and aeCy < pl=U.

Proof. From [[I(a)]] # L and the fetch obligation, i.e., =canx(a) = [[I(a)]] = L we get that canx(a) holds.
Froma € Cg U Cyg and Cs N Cyy = 0 (disjointness), we have two cases: eithera € Cg ora € Cyy. By
the definition of canx(a) and disjointness, the left or right term of

pl=UAaecC,yVpl=SAaecCyg
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holds.

Now, if a € Cs, thena ¢ C,q, and hence pl = S. And vice versa, if p/ = Sthen pl # U, and hence a € Cs.
Similarly, if a € C,y then a ¢ Cs, and hence p/ = U. And vice versa, if pl = U then pl # S, and hence
a€ Cy. ]

Corollary 7. If a = pc then we have

pceCs < pl=S and pceCy < pl=U.

3.5.3 Security properties

In general, an access policy specifies subjects that are authorized to perform specific operations on
particular objects. Concerning the memory access policy, our model specifies the following refine-
ments:

» The subjects are represented by instructions executed in one of the two privilege levels, i.e., pl €
{U,S}.

» The operations are of three types, that is, read, write, and fetch operations.

» The objects are represented by the data and code regions of the separation kernel and domains.

3.5.3.1 Integrity

Integrity often relates to a security guarantee of access to objects while also allowing them to mutate,
that is, an object cannot be altered by non-authorized subjects, or, in other words, a subject must be
authorized to alter an object.

Taking into account our model, the access that mutates the memory is monitored through the write
operation and, respectively, the canw(a) function. Therefore, the access policy related to the integrity
guarantee can be verified by observing the corresponding column in Table 1. In particular, the guaran-
tees are as follows.

Separation kernel data integrity: Separation kernel data memory can only be written by instructions
executed at the privileged level. To see this, observe the corresponding cell in Table 1, which contains
pl =S for the address a € Dy.

Domain data integrity: Domain data memory can only be written by instructions executed at the un-
privileged level. Observe the corresponding cell in Table 1 that contains pl = U fora € D,,.

Separation kernel code integrity: Separation kernel code cannot be altered. The corresponding cell in
Table 1 contains L for a € Cg, which means that canw(a) cannot be satisfied.

Domain code integrity: The domain code cannot be altered. The corresponding cell in Table 1 contains
1 for a € C,y, which means that canw(a) cannot be satisfied.

Inaccessible region integrity: All other write accesses result in an exception. For all other addresses
a € Ay, by Lemma 3, any instruction semantics equals L.

3.5.3.2 Confidentiality

Confidentiality often refers to a security guarantee of access to objects in order to learn the data, i.e.,
an object cannot be read by non-authorized subjects, or, in other words, a subject must be authorized
to read an object.
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Taking into account our model, the read access to the memory is monitored through read and fetch
operations, respectively, the functions canr(a) and canx(a). Confidentiality restrictions are specified in
the following access policies.

» The Separation Kernel (Data and Code) Memory Region can be read by instructions executed at the
privileged level.

» Domain (data and code) memory region can be read by instructions executed at the unprivileged
level.

» Aninstruction fetch from the separation kernel code memory region is allowed at the privileged level.
» An instruction fetch from the domain code memory region is allowed at the unprivileged level.

» All other read/write/fetch accesses result in an exception.

To argue for confidentiality, we can now observe the read and fetch columns of Table 1.

Separation kernel data confidentiality: Separation kernel data memory can be read from at the privi-
leged level. The row a € Dg contains pl = S in the read column.

Domain data confidentiality: Domain data memory can be read from at the privileged level. The row
for a € Dg contains p/ = U in the read column.

Separation kernel code confidentiality: Separation kernel code memory can be read and fetched from
the privileged level. The row for a € Cs contains pl/ = S in the read and fetch columns.

Domain code confidentiality: Domain code memory can be read and fetched from the unprivileged
level. The row for a € C,y contains pl = U in the read and fetch column.

From Table 1 (and from the definitions of canr(), canw() and canx()) we can also observe thatin our model
the notion of confidentiality is more permissive in relation to integrity. In other words, the predicates
canw() and also canx() represent a stricter form of access rights than canr(). We state this more formally
with the following corollary.

Corollary 8. For all a € Ay we have

canw(a) = canr(a) and canx(a) = canr(a).

3.5.3.3 Separation

First, we consider the separation kernel and show that its memory region is always accessed by a code
running at the privileged level.

Corollary 9. Consider an instruction |(a) that is fetched from the pc address and that performs read or
write access to the address a € As. We have

ac€As & pl=S & pceCs.
Proof. Use Lemmas 4 and 5 together with Corollary 7. ]

Next, we consider the active domain and show the same property in a similar way.
Corollary 10. Consider an instruction |(a) that is fetched from the pc address and that performs read or
write access to the address a € A,y. We have

a€Ayy &= pl=U & pceCy.

Finally, consider the memory region, which is neither part of the separation kernel region nor the active
domain region.
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Corollary 11. Consider an instruction |(a) that is fetched from the pc address and that performs read,
write, or fetch access to the address a € A;, wherei # 0 and i # ad, thenl(a) = L

Proof. Consider a proof for read access. Since i # 0 and i # ad, canr(a) does not hold. Hence, by the
read obligation, I(a) = L. Similar reasoning can be used to prove the property for the write or fetch
instruction. ]

3.5.3.4 Availability

Availability is achieved by construction in the defined CROSSCON separation kernel. Indeed, if the con-
figuration of the memory layout is performed correctly (i.e., satisfying the considered assumptions),
each domain has access to its own resources (e.g., memory, I/0), so it turns out to be impossible for a
domain to prevent another domain to get its own resources.

3.6 Context switching

In this section, we discuss how to formalize context switching within the defined CROSSCON separation
kernel. In particular, we analyze the safe storage of domain execution contexts and how to deal with
interrupt handling.

3.6.1 Safe domain execution context storage

First, let us introduce the concept of safe storage, which is used to store and retrieve the execution
context of domains. The storage is safe in the sense that ordinary unprivileged instructions cannot access
it, but it can be manipulated only with specially designated instructions. The storage may be part of the
state o, but it is hidden and can be manipulated only through the auxiliary functions defined below.
Every domain has its own storage with the capacity to store at least one execution context.

For manipulating the execution context, we consider two auxiliary functions with functionality:
pushContext : 0 — o and popContext: o — 0.

Here, the former stores the execution context of the active domain in its respective safe storage, while
the latter retrieves it. Both functions operate according to the LIFO (last-in, first-out) principle, as it is
commonly found in the stack abstract data structure.

Assumption 12. /nvariance of the push/pop functions. Let X be a property of state o, defined as a
component reg, pc, pl, or ad, but not mem. We assume

popContext(pushContext(o)).X = 0. X

3.6.2 Interrupt handling

In the following, we analyse the assumptions and the semantics of interrupts and interrupt handling in
the defined CROSSCON separation kernel. We consider a scenario of vector interrupts in which several
numbered interrupts are possible.

Consider an interrupt i, where i € N (e.g., 0 < i < 255), which is handled by the i-th interrupt handler
(i.e., interrupt service routine). Let intentry; € Ay be the entry point (i.e., the memory address) of the
i-th interrupt handler.

In real systems, an interrupt may arrive anytime and is usually handled immediately after the current
instruction finishes. In order to formalize interrupt handling, we consider two new instructions. The first
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is the IREQ i instruction, which starts with handling of the i-th interrupt and executing the corresponding
interrupt handler at intentry; address. Its semantics is defined as follows.

pushContext(o)
[IREQi]l = pl < S
pc < intentry;
It safely stores the current domain execution context, then it switches to the privileged level and transfers
control to the i-th interrupt handler.
The second is the IRET instruction, which ends the current interrupt handler and returns control to the

original code that triggered the interrupt.

opContext [ =S A canx
[IRET] = {p pContext(cr) p (pe)
1

otherwise

The instruction IREQ i is virtual in the sense that it can be triggered (i.e., arbitrarily inserted) after any
other instruction (with some exceptions stated below). The instruction IRET is coded explicitly; every
interrupt handler contains at least one.

Assumption 13. Correctness of interrupt handlers.

» Interrupt handlers are part of the separation kernel code: intentry; € Cs.
» The interrupt handler finishes with and returns via the explicit IRET instruction.

For the simplicity of separation kernel implementation, one may also assume non-reentrant interrupts.
Assumption 14. Non-reentrant interrupt handlers.

» During the execution of the interrupt handler code, the interrupts are disabled. We assume no IREQ i
is inserted within the corresponding code.

» In practice, interrupts are usually disabled and enabled via hardware support. One may assume that
IREQ i disables interrupts and IRET enables them.

3.6.3 Software interrupts

In some systems, interrupts may also be triggered through code. We model this by the following instruc-

tion.

[INT ] =
otherwise

[IREQ ] canx(pc)
1

3.6.4 Separation kernel calls
Here, we consider two instructions. Namely, SCALL to call the separation kernel and SRET to return from
the separation kernel. We also introduce a new register called sl (separation kernel link register).

Let sentry € Ay be the address of an entry point for the separation kernel that is, the address of the
routine that handles calls to the separation kernel.
Assumption 15. Correctness of kernel handlers.

» Kernel handlers are part of the separation kernel code: intentry; € Cs.

» The kernel handler finishes with and returns via the explicit SRET instruction.
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To enter the separation kernel one can use:

sl « pc
[ —S [ = U A canx(pc
rscaly =147 p (pe)
pC « sentry
4L otherwise

To exit the separation kernel and return to the caller, one can use SRET.

pl—U

[SRET] = { pc « sl
1 otherwise

} pl=S8 A canx(pc)

The corresponding handler may be non-reentrant (see also Assumption 14). It can only be called from
the unprivileged mode and cannot be called again from the privileged mode. Thus, we must ensure that
the privileged code does not execute SCALL (maybe by inspecting the kernel separation code or by a trap
mechanism provided by a particular architecture). We must also ensure that SRET triggers an exception
if called from an unprivileged code.

3.6.5 Domain switching
Making a transition from one domain to another requires privileged instruction. In our model, this is

simply performed by setting the active domain component of the state, and storing/restoring the context
(of the active domain). The instruction is as follows.

pushContext(o)
_|ad < d pl=SAcanx(pc) Ad € {l,...,N}
[DOMSET 4] = popContext(c)
L otherwise

In practical processors, such an instruction does not exist. However, the domain switch is usually per-
formed by a specific procedure consisting of many instructions. During this procedure, several special-
purpose registers may be set or the memory-protection unit may be reconfigured, etc.

3.7 Dynamic domains

In this section, we discuss possible extensions to our previous definitions in order to support the creation
of new domains during the execution of the separation kernel.

3.7.1 Passage of time

We start our discussion by introducing the notion of time. In particular, we divide the execution time
of the separation kernel into several periods where in each period, a particular number of domains are
managed by the separation kernel. We denote the time period with 7 € Ny? and the number of managed
domains in the period 7 with N3. The separation kernel is initialized in the first period T = 0 with N°
domains.

Domains can only be created, i.e., no destruction of domains is currently supported by our model.
Hence, the N™ monotonically increases with time 7. Furthermore, we also assume that the division

2Ny denotes natural numbers including zero.
3The superscript notation is used to represent the time period (not the usual mathematical exponentiation).
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into time periods is minimal in the sense that no redundant periods are present, i.e., where the num-
ber of domains in the two consecutive periods would be the same. We state this with the following
assumption.

Assumption 16. The number of domains may grow through time, i.e.,

NT < N7+,

3.7.2 Dynamic state

Now, let us introduce time into the state definition, where we start from the existing definition of state
o introduced in Section 3.2. We call such a state a dynamic state and denote it with o7, where 7 € Nj
represents the time period, to contrast it with the static state o. Most of the existing components
of the static state o remain unchanged, except the last component, the variable ad that represents
the currently active domain. The goal of this change is to mathematically properly encapsulate the
(mathematical) domain of the variable ad, since it must reflect the number of managed (secure) domains
in a particular time period. Hence, we define the dynamic state as

o = (mem, reg, pc, pl,ad")
where T > 0 denotes the time period in which the state o™ and respectively ad" are effective.

Furthermore and most importantly, the (function) domain of the variable ad” is
ad” : {1,...,N7},

where N7 is the number of (secure) domains in the period 7. Notice that, it is N* which changes with a
transition from the time period 7 to 7 + 1. But this is not enough to fully mathematically capture new
domain creation, as a new domain is created one must also take care of the new memory configuration
to be valid.

3.7.3 Dynamic configuration

On a new domain creation, besides the dynamic state, we also have to consider the new memory con-
figuration of the separation kernel. Here, the update mechanism is even more fundamental. To model
dynamic configuration, we first define a function ¥ with a functionality

ST AL, . ,NTY > PA) X P(A X P(A X PAL.
Here, P(A) represents the power set of A, i.e., all subsets of set A.

Now, to obtain the particular configuration for the domain identified with d € N7 in the time period
T € Ny, we define X7(d) as

I(d) = (A}, Cy, D, Ep),
where the sets A}, C7, D}, E, are the full address space, the code memory region, the data memory
region, and the memory-mapped I/0O devices region in the time period 7, respectively

3.7.4 State and configuration evolution

The machine is initialized and starts execution in the first state 0 and configuration X°. In the CROSS-
CON Hypervisor, these are initialized from the config.h file. See also Section 5 for a discussion on the
verification of the configuration file.

The dynamic state o™ changes through time, i.e., is updated with every executed machine instruction.
For example, the following sequence represents a possible state evolution

0 0 1 1 2 2
O O, 0, ., 0,07 ,...,0°,...,
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for which we also have a corresponding configuration sequence

SIS SUD LSS LIS >IN > I

The purpose of the dynamic state and configuration as well as the parameter 7 is, thus, to track the time
period when a particular configuration is active.

With each executed instruction the state changes and its components are updated while the config-
uration remains unchanged. The exception to this is a domain creation instruction (or, in practice, a
corresponding procedure). Notice that even if domain creation is performed in a procedure consisting
of many instructions, we conceptually consider it as an atomic transaction.

3.7.5 Domain creation

When a new domain is created the machine goes from the time period 7 to 7 + 1. This transitions also
reflects in the transition of state from o to o™*! and configuration from X7 to Z7+!.

To summarize, the domain creation is represented with the transition from the time period 7 represented
with the state
o' = (mem,reg, pc, plad’) with ad® :{1,...,N7},

and configuration
T {l.. . NT) = P(AR) X P(Ay) X P(Ap) X P(An) , where  X7(d) = (A}, D}, C, EY),
to the state in the period 7 + 1 represented with the state
o™ = (MR, pc, plad™")  with  ad™' :{1,...,N""},
and configuration

1L LN e PA) X PA) X P(A) X P(A,), where 57 (d) = (AT, D7+, 0t ETH,

In general, the new number of domains N™*! must be greater than N7 (see Assumption 16). However,
without loss of generality, we also assume that the number of domains is always incremented (increased
by one). We have the following assumption.
Assumption 17.

N = N7+ 1.

To achieve the effect of creating multiple domains, one only needs to repeat several single-domain cre-
ation procedures.

3.7.6 Memory protection

Now, we have prepared the mathematical notions to support dynamic domains. However, domain cre-
ation must be performed carefully so as not to violate memory protection. We rewrite Assumption 7
from Section 3.3 to take into account the possibility of dynamic domain creation.

Assumption 18. Separation of memory regions. For each T > 0 we have

» Al C Ay forall0 <d < N7 (the main regions of each domain).
> AT N A; =0 forall0 < i< j< N*(the main regions are disjoint, with no shared memory).

» C, C Al and D7, C A’ forall0 < d < N* (code and data regions are sub-regions of the corresponding
main region).

» C,UD, =A’ forall0 <d < N' (the code and data sub-regions fully cover the corresponding main
region).

» C,ND;=0forall0<d< N (the code and data sub-regions are disjoint).
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3.7.7 Domain splitting

A general mechanism for domain creation may be an arbitrary one that complies with memory protec-
tion constraints. Nevertheless, the CROSSCON hypervisors support the splitting of an existing domain
into subdomains where the subdomains get the address space of the original domain.

Consider a time period 7 > 0 and a domain p € D”. The domain p is split into two:
» the parent domain, denoted with p (i.e., its domain identifier remains the same),
» the child domain, denoted with ¢ = N7 + 1 (i.e., a domain with a new identifier).

The new domains identified with p and c in the time period 7 + 1 are called subdomains of the original
domain p in the time period 7. The creation of domains admits, besides memory protection constraints,
also to the following assumptions.

Assumption 19. Consider a time period T and a domain p to be split into subdomains p and ¢ = N + 1.
We have

> A;“ c A; (the parent domain memory region is a subregion of the original domain region),
> AZ“ C A; (the child domain memory region is a subregion of the original domain region),

1 l _ . . e o _»
> A;* NAI*" = 0 (the new regions of parent and child are disjoint),

> A;“ UATH = A}, (the union of the new regions of parent and child is the original domain region).
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4 Formalization of a TEE for Hypervisor-less hardware

As highlighted in [2], numerous low-cost, small-size, and low-power consumption hardware devices
emerged as possible hardware to deploy secure applications. These devices often do not have basic
hardware-based memory safety features, such as Micro Controller Units (MCU), and this makes them
more vulnerable to attacks. Thus, as discussed in [2], within CROSSCON we adopt a software-based
methodology to ensure the isolation between normal applications and trusted applications. As part of
this methodology we adopted PISTIS [16], a framework that allows for memory isolation, remote attes-
tation, and secure code update services, all fortified by robust security assurances. Figure 4 shows the
architecture of such a setup.

1
Trusted | Normal
APP ; App

CROSSCON Baremetal TEE

Processor

- s == = 8 SW

_ Isolation Component

Figure 4: TEE and virtualization less architecture.

Figure 5 is a refinement of the memory map of Figure 2 for the case of a TEE in a virtualization less
architecture.

Persistent Memory Volatile Memory MMIO
APP H R‘:‘;‘; CROSSCON APP MMIO
Instruction i onl - Data Data ist
memory ' me;gry memory memory registers
T,\ ‘ ‘ A T T
Protected CROSSCON code

Figure 5: An example of a refined memory map for the TEE and virtualization less case.

To formalize the CROSSCON design and the layout of the memory map described in Figure 5, and prove
that it preserves memory isolation, we first need to introduce some basic concepts. For simplicity, as-
sume that we have a memory M that contains the code where data can also be stored and that there is a
finite number of registers which include the program counter PC, the stack pointer SP, and for interme-
diate results (e.g. Rj for some j). Moreover, let us also assume that there is an interrupt vector table
(IVT) that contains the addresses of the first instruction of the Interrupt Service Routine (ISR).

Any application can be thought as a sequence of the following primitive instructions:
Definition 1 (Primitive (unsafe) instructions). The set of primitive (unsafe) instructions is the following
(we assume that the address i is a valid address for the memory M):

» Read(M,i) that reads the content of memory M at address i: it denotes M([i];
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» Write(M,i,V) that writes V in memory M at address i: it denotes M[i] = V;

» Goto(M,i) that modifies the program counter PC to contain the address i of the given memory M:
it denotes PC = i;

» Endthat terminates the execution of the entire application;

» Primitive operations (e.g. and, add, comparison) operating on registers/constants, and assignment
(=) to a register.

An application P is a sequence and combination of the above primitive instructions, together with the
IVTtable specifying the addresses of the interrupt service routines.

Without loss of generality, we can assume that all the instructions of a typical MCU can be written in
terms of these basic primitives. Let us consider, for instance, some instructions taken from the MSP430
MCU'’s family:

» CALL funcname: the execution of this instruction stores in the stack (in the memory) the current PC,
modifying the SP to create space for storing the PC, and then modifies the PC to point to the address
corresponding to funcname in the memory. Thus, it corresponds to SP = SP-1, to create space in
the stack, followed by Write (M,SP,PC),towrite PCinthe stack, followed by Goto (M,funcname)
to update PC and continue execution from address funcname.

» RET: corresponds to R = Read (M, SP) followed by SP = SP+1, and finally Goto(M,R), using the
value stored in the register R .

The primitive instructions also allow the modeling of more complex instructions, like PUSH and PQOP in
a very similar fashion, as well as different addressing modes (e.g. indexed, symbolic, indirect, absolute,
as, for instance, supported by the MSP430 MCU’s family). For example,

» MOV 0x22(R3), 0x10(R4) correspondstoWrite(M,0x10 + R4, Read(M, 0x22 + R3));
» ADD 0x22(R3), 0x10(R4) corresponds to
Write(M, 0x10 + R4, Read(M, 0x22 + R3)+ Read(M, 0x10 + R4));
» MOV @R4, &0x3000 correspondstoWrite(M, 0x3000, Read(M, R4));
» MOV 0x22, &0x3000 correspondstoWrite(M, 0x3000, Read(M, PC + 0x22)).

Given the above basic concepts and letting word [N] denote a bit vector of size N, to proceed with the
formalization of the CROSSCON design, the layout of the memory map described in Figure 5, and the
access policy AP (for reading, writing, and jumping), we need to: (i) refine the memory M distinguishing
between the persistent memory (Mp), the volatile memory (My), and the memory mapped 10 (My10)%;
(ii) explicitly introduces the finite set of Entry Point addresses for the CROSSCON core memory EnPo = {
i: word[N] } of addresses for the CROSSCON core instruction area as specified by the access policy; and
finally (iii) introduce Vyyr: array [K] of word[N], theinterruptvector IVT of size K. Moreover, we
also need:

» utcyp, utc, - start and end addresses of the CROSSCON core;

» aimy, aim, - start and end addresses of the App Instruction Memory;

» aromy, arom, - start and end addresses of the App Read-Only Memory;
» utdmy, utdm, - start and end addresses of the CROSSCON Data Memory;
» admy, adm, - start and end addresses of the App Data memory;

» mmioy, mmio, - start and end addresses of the MMIO Registers.

The following constraint formalizes the memory layout and the non-overlapping of the different memory

areas.
Oy < utcy < utc, < aimy, < aim, < aromp < arom, < 2%‘1

Oy < utdmy, < utdm, < admy, < adm, < 2%‘1
Oy < mmiop < mmio, < 2%‘1

Lwithout loss of generality, we consider each memory as an array of size 2V of bit vectors of size N (i.e. array word[N] of word[N]),
although only a small part might be used. The addresses are bit vectors of size N (i.e. word [N]. We use Oy to represent the unsigned word of
size N corresponding to value O, similarly, 2%’1 to represent the unsigned word of size N corresponding to value 2¥~1,
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To model the constraint that the execution of CROSSCON core instructions only happens through pre-
defined Entry Points, we need a predicate EP(i) which is true iff the address i is utc, < i < utc, and i is
an Entry Point address EP; € EnPo for the CROSSCON core memory.

EP(i) & ((utcp <i < utc,) Ni € EnPo)

Then, to formalize the read/write/jump policies as those enforced in the Figure 5, we define the follow-
ing terms:

(M = Mp — (aromp <i < arom,)) A
APr(i,M) & |(M = My — (admy, < i < adm,)) A
(M = Mpy10 —» (mmiop < i < mmio,))

(M = My — (admy, <i < adm,)) A
APw(i,M) & |(M = Myj0 — (mmiop < i < mmio,))A
(M =Mp) — 1)

APx(i, M) & ((M = Mp) A (EP(i) V (aimy, < i < aim,)))

Moreover, we also need to ensure that each element of the IVT table is a valid address w.r.t. the access
policy, so that:
APyr(M) & Yi.APx(Viyrlil, M)

We denote by AP the access policy resulting from the memory layout, from the read/write/jump con-
straints, and from the fact that each i € EnPo is such that utc, < i < utc,.. Given the above formal-
izations, we can formally define when an application preserves memory isolation w.r.t. a given access
policy AP.

Definition 2. Given a memory layout and an access policy AP, an application P preserves memory iso-
lation w.r.t. the access policy AP iff any of its read/write/jump instructions in all possible executions is

such that the addresses used in such instructions satisfy the given access policy AP.

We remark that the primitive instructions in Def. 1 do not enforce particular restrictions on the addresses
where to read/write or jump (it suffices for them to be valid addresses). As thoroughly discussed, if the
addresses of the application are constant, then checking whether the application preserves memory
isolation is trivial. It suffices to check whether each address in the application satisfies AP. However, as
noted, in many cases, such addresses are the results of the execution of the application itself. Thus, the
check can only be performed during the execution of the application.

To enforce memory isolation, for a given access policy AP, we can define safe variants of the read-
/write/jump instructions that will guarantee at runtime that no violation of the access policy occurs.
Definition 3 (Safe primitive instructions). Given an access policy AP, the safe read/write/jump primitive
instructions w.r.t. AP are:

» Readsy (M,i) that reads the content of memory M at address i if address i is such that read policy
APg(i, M) holds, otherwise it ends execution;

» Writesy(M,i,V) that writes V in memory M at address i if address i is such that write policy
APw(i, M) holds, otherwise it ends execution;

» Gotosy (M,i) that modifies the program counter PCto contain the address i if address i is such that
branch access policy APx(i, M) holds, otherwise it ends execution.

The following theorem holds for the safe primitive instructions defined above.
Theorem 12. Given an access policy AP, the safe primitive instructions Readsys, Writess, and Gotosy
w.r.t. such AP preserve memory isolation and do not allow us to violate AP.
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The proof directly follows from the definition of the safe primitive instructions w.r.t. an AP (see Sec-
tion 4.1 for the proof). If AP is violated, then each instruction results in ending the execution of the

entire application, thus preventing access to memory areas prohibited by AP. On the other hand, if the
address satisfies AP, instruction-specific access to the specified memory location is allowed.

Given this, we can prove that any application P such that i) AP;y7(M) holds (i.e. each address i € Vyyr
satisfies APx(M, i)), and ii) uses only the safe primitive instructions, preserves memory isolation.
Theorem 13. Let AP be an access policy and P be an application specified with the set of (unsafe) prim-
itive instructions. Let P be the application obtained from P by replacing each of the unsafe primitive
instructions with the corresponding safe primitive instructions. If APyr(M) holds, then P preserves
memory isolation, preventing accessing memory addresses or executing code that violates AP.

The proof is by induction on the structure of the application P using Theorem 12 (see Section 4.1 for
the proof). We note that enforcing each element of IVT to satisfy AP also ensures that the interrupt
routines are located in memory locations allowed by AP. This requirement can be relaxed by not only
rewriting the unsafe read/write/jump instructions with the corresponding safe ones, but also adding for
each interrupt routine a new wrapping interrupt routine and modifying the IVT to point to the respec-
tive wrapping interrupt routine. Each wrapping interrupt routine first checks that the target address is
safe; if so, it jumps to the original address in the non-modified IVT copy. Otherwise, it ends the execu-
tion.

We remark that for the case of TEE and virtualization-less architecture, we leverage a modified toolchain
to transparently rewrite each potentially unsafe dynamic instruction and replace it with a safe virtualized
equivalent that can be accessed via a call to a subroutine stored in the protected Trusted Computing
Module (TCM) memory area. The target address of the corresponding instruction is verified at runtime
when the subroutine is invoked. The execution continues normally if it is valid. Otherwise, a MCU reset
is triggered.

4.1 Formal Proofs of Theorems 12 and 13

Proof of Theorem 12. In order to prove Theorem 12, we formalized the three operations in NUXMV [17]
(a state-of-the-art symbolic model checker), and for each of the three formalizations we considered
some Linear Temporal Logic (LTL) [18] properties aiming at proving the correctness of the operations.
In this approach we codify the three different operations as a sequential program encoded in NUXMV in
the form of Single Static Assignment [19] (as is typically done in compilers and software model check-
ing), specifying for each value of the program counter: s0 before the implicit condition checking the
respective access policy, i.e. APg(i, M), APw(i, M) or APx(i, M)); s1 if the access point condition holds;
s2 right after the real operation on the memory for reading, writing, or modifying the program counter
if correct; end representing the location to jump to if the access policy is violated. The variable i is a
free variable that models the address we aim to read from, write to and jump to, respectively. Then we
have the three memories PM (Primary Memory), VM (Volatile Memory), and MMIO. v is the value to write
in the memory in the case of Writegs.

The Figure 7 contains the NUXMV code for Readgs. Here we model the Readgs with DEFINE ReadSV
that is a word of size N+1 where the N+1 bit is set to O if the access policy APg(i, M) holds, and to
1 otherwise. The model is then complemented with three LTL properties. The first states that if the
APg(i, M) is always true, then the state can never take value end. The second property states that if
the APg(i, N) is always true, then the N+1 is always 0 if the state is different from s0 (i.e., the state
before a Readgs). Finally, the last LTL property states that if it is possible to reach a state where the
violation of APg(i, N) holds, then it is possible to reach the state end (the state where the read has
violated the access policy). In this model, the i variable can range over any possible value (there is thus
an implicit universal quantification (V)).
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Figure 6 reports the output of running NUXMV (taken from https://nuxmv.fbk.eu/) on this file. The exe-
cution was done on a Linux laptop. NUXMV was able to prove (or disprove) the three LTL properties in a
few seconds.

computer_shell > nuXmv -int —dcx pistis_read.smv
*% % This is nuXmv 2.0.0 (compiled on Oct 14 2019)

nuXmv >go_msat
nuXmv > check_ltlspec ic3 i

—— LTL specification ( G APr —> G state != end) is true

—— LTL specification ( G APr —> G (state != sO —> ReadSV[32 : 32] = 0ud1_0)) is true
—— LTL specification ( F !APr —> F state = end) is false

—— (trace generation was suppressed)

nuXmv > quit

Figure 6: Run of NUXMV on the pistis_read.smv file to prove the correctness of the Readgs
instruction.

These results show that the first two properties hold, while the last one is violated (as expected) to
indicate that the only possible way to reach the end state is to violate APg(i, M) in a Readg¢. In this case,
NUXMV can generate a trace showing how to reach that state (in the run, for the sake of presentation
we disabled the extraction of the counterexample, option —dcx at the command line).

Similar considerations hold for the other two instructions. Figure 8 is the NUXMV code for proving the
correctness of Gotogs, while the one for the instruction Writegs can be found in Figure 9.

Proof of Theorem 13. The proof of Theorem 13, proceeds by induction on the structure of the applica-
tion Py leveraging on Theorem 12.

Base case: There are four base cases, each constituted respectively by: i) the NOP no-op instruction
that does not perform any access to the memory neither for writing nor reading nor executing; ii) the
Reads; iii) the Writegs; iv) the Gotogs. The last three instructions preserve memory isolation, as proved
in Theorem 12. The NOP preserves memory isolation since it does not access memory to write, read, or
execute. Thus, the single-instruction program preserves memory isolation.

Step case: Let us assume that a program P preserves memory isolation. Let P’ = P;inst be a pro-
gram obtained by adding an instruction inst immediately after the last instruction of P. The possible
instructions inst are: NOP, Readg¢, Writegs, and Gotogs. These instructions preserve memory isola-
tion (given the base case and Theorem 12). Thus, given that P preserves memory isolation and the fact
that the possible extension of the program P (that is, the program P’) also preserves memory isolation,
we can conclude that the theorem holds.
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——Torun it:
—-shell > nuXmv —int pistis_read.smv
—— At the nuXmv prompt issue following commands:
—-go_msat; check_ltIspec_ic3 -i; quit
MODULE main
VAR PM : array word[32] of word[32]; —— Persistent memory
VAR VM : array word[32] of word[32]; -- Volatile memory
VAR MMIO : array word[32] of word[32]; —— MMIO
VAR mem_k : {_PM, _MMIO, _VM}; —— kind of memory
VAR state : {s0, s1, s2, end}; —— Possible values of the PC
VAR PC : word[32]; -— The program counter;
VAR v : word[32]; —— Value to write
VAR i : word[32]; -— Address to read from/write to

—— Memory layout as mandated by the policy
VAR EPadd : array word[3] of word[32]; —- List of entry points
DEFINE utc_b := 0h32_00000010;

DEFINE utc_e := 0h32_00000100;

DEFINE aim_b := 0h32_00001000;

DEFINE aim_e := 0h32_00010000;

DEFINE arom_b := 0h32_00100000;

DEFINE arom_e := 0h32_01000000;

DEFINE utdm_b := 0h32_00000010;

DEFINE utdm_e := 0h32_00000100;

DEFINE adm_b := 0h32_00001000;

DEFINE adm_e := 0h32_00010000;

DEFINE mmio_b := 0h32_00000010;

DEFINE mmio_e := 0h32_00000100;

INVAR
0h32_00000000 < utc_b & utc_b < utc_e & utc_e <aim_b &
aim_b <aim_e & aim_e <arom_b & arom_b <arom_e &
arom_e < 0h32_FFFFFFFF;
INVAR
0h32_00000000 < utdm_b & utdm_b < utdm_e &
utdm_e <adm_b & adm_b <adm_e & adm_e <
0h32_FFFFFFFF;
INVAR
0h32_00000000 < mmio_b & mmio_b < mmio_e & mmio_e
< 0h32_FFFFFFFF;

—— Access policy
DEFINE APr :=
(((mem_k=_PM ) —> ((arom_b <=i) & (i <= arom_e))) &
((mem_k=_VM) —>((adm_b <=i) & (i<=adm_e))) &
((mem_k = _MMIO) —> ((mmio_b <=i) & (i <= mmio_e))));

DEFINE APw :=
(((mem_k=_VM) —>((adm_b <=i) & (i <=adm_e))) &
((mem_k = _MMIO) —> ((mmio_b <=i) & (i <= mmio_e))));

DEFINE APx :=
((mem_k=_PM) & (EP | ((aim_b <=1i) & (i <= aim_e))));

DEFINE EP := (((utc_b <=1i) & (i <= utc_e)) &
((i = READ(EPadd, 0d3_0)) | (i = READ(EPadd, 0d3_1)) |
(i = READ(EPadd, 0d3_2)) | (i = READ(EPadd, 0d3_3)) |
(i = READ(EPadd, 0d3_4)) | (i = READ(EPadd, 0d3_5)) |
(i = READ(EPadd, 0d3_6)) | (i = READ(EPadd, 0d3_7))));

—- Read_sf(M, i) := if (APr(i,M)) return M([i] else goto end;

ASSIGN
init(state) := s0;
next(state) := case
state =sO & APr: sl;
state =s1 & APr : s2;
state =s2 :52;
TRUE : end;

esac;

DEFINE ReadSV := case
state = sO & APr: 0d33_0;
state =s1 & APr : case
mem_k =_PM :0d1_0 :: READ(PM, i);
mem_k =_VM : 0d1_0 :: READ(VM, i);
mem_k =_MMIO : 0d1_0 :: READ(MMIO, i);
TRUE : Oh33_FFFFFFFF;
esac;
state =s2 : 0d1_0 :: Oh32_FFFFFFFF;
state = end : 0d33_0;
TRUE : 0d33_0;
esac;

—- If the APr is always true, then there is not a possibility to
—--reach the end state.
LTLSPEC
G(APr) -> G(state != end)

—— If the APr is always true, and we are in any state different
from
—-s0, then the error flag bit is always 0
LTLSPEC
G(APr) —=> G(state != s0 —-> ReadSV[32:32] = 0d1_0)

—— If APr is violated, then the state eventually become end,
—-—i.e. end is only reachable if APr is violated
LTLSPEC

F(!APr) —> F (state = end)

Figure 7: The encoding to prove the correctness of
the Readgs
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--Torunit:
—-shell > nuXmv -int pistis_goto.smv

—— At the nuXmv prompt issue following commands:
—-- go_mesat; check_ltIspec_ic3 -i; quit
MODULE main
VAR PM : array word[32] of word[32]; —— Persistent memory
VAR VM : array word[32] of word[32]; —— Volatile memory
VAR MMIO : array word[32] of word[32]; -—— MMIO
VAR mem_k : {_PM, _MMIO, _VM}; —- kind of memory
VAR state : {s0, s1, s2, end}; —— Possible values of the PC
VAR PC : word[32]; —— The program counter;

VAR v : word[32]; —— Value to write
VAR i : word[32]; -— Address to read from/write to

—— Memory layout as mandated by the policy
VAR EPadd : array word[3] of word[32]; —- List of entry points
DEFINE utc_b := 0h32_00000010;

DEFINE utc_e := 0h32_00000100;

DEFINE aim_b := 0h32_00001000;

DEFINE aim_e := 0h32_00010000;

DEFINE arom_b := 0h32_00100000;

DEFINE arom_e := 0h32_01000000;

DEFINE utdm_b := 0h32_00000010;

DEFINE utdm_e := 0h32_00000100;

DEFINE adm_b := 0h32_00001000;

DEFINE adm_e := 0h32_00010000;

DEFINE mmio_b := 0h32_00000010;

DEFINE mmio_e := 0h32_00000100;

DEFINE END := 0h32_10000000;

INVAR
0h32_00000000 < utc_b & utc_b < utc_e & utc_e <aim_b &
aim_b < aim_e & aim_e <arom_b & arom_b <arom_e &
arom_e < 0h32_FFFFFFFF;
INVAR
0h32_00000000 < utdm_b & utdm_b < utdm_e &
utdm_e <adm_b & adm_b <adm_e & adm_e <
0h32_FFFFFFFF;
INVAR
0h32_00000000 < mmio_b & mmio_b < mmio_e & mmio_e <
0h32_FFFFFFFF;

—— Access policy
DEFINE APr :=
(((mem_k=_PM ) —> ((arom_b <=i) & (i <= arom_e))) &
((mem_k=_VM)->((adm_b <=i) & (i<=adm_e))) &
((mem_k = _MMIO) —> ((mmio_b <=i) & (i <= mmio_e))));

DEFINE APw :=
(((mem_k =_VM ) —> ((adm_b <=i) & (i <= adm_e))) &
((mem_k =_MMIOQ) —> ((mmio_b <=1i) & (i <= mmio_e))));

DEFINE APx :=
((mem_k=_PM ) & (EP | ((aim_b <=1i) & (i <= aim_e))));

DEFINE EP := (((utc_b <=i) & (i <= utc_e)) &
((i = READ(EPadd, 0d3_0)) | (i = READ(EPadd, 0d3_1)) |
(i = READ(EPadd, 0d3_2)) | (i = READ(EPadd, 0d3_3)) |
(i = READ(EPadd, 0d3_4)) | (i = READ(EPadd, 0d3_5)) |
(i = READ(EPadd, 0d3_6)) | (i = READ(EPadd, 0d3_7))));

—— goto_sf(M, i, v) := if (APx(i,M)) PC =i else goto end;

ASSIGN
init(state) := s0;
next(state) := case
state =sO & APx : s1;
state =s1 & APx : s2;

state =52 :s2;
TRUE : end;
esac;
INIT
PC != END;
ASSIGN

next(PC) := case
state = s0 & APx : PC;
state =s1 & APx : i;
state =s2 : PC;
TRUE : END;
esac;

—— If the APx is always true, then there is not a possibility to
reach the end state.
LTLSPEC
G(APx) —> G(state != end)

—— If the APx is always true, then the PC never assumes value
END
LTLSPEC
G(APx) => G (state !=s0 -> PC != END)

—— If APx is violated, then the state eventually become end,
——i.e. end is only reachable if APx is violated
LTLSPEC

F(IAPx) —> F (state = end)

Figure 8: The encoding to prove the correctness of
the Gotogs
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--Torunit:
—-shell > nuXmv —int pistis_write.smv
—— At the nuXmv prompt issue following commands:
—-go_mesat; check_ltIspec_ic3 -i; quit
MODULE main
VAR PM : array word[32] of word[32]; —— Persistent memory
VAR VM : array word[32] of word[32]; -- Volatile memory
VAR MMIO : array word[32] of word[32]; —— MMIO
VAR mem_k : {_PM, _MMIO, _VM}; —— kind of memory
VAR state : {s0, s1, s2, end}; —— Possible values of the PC
VAR PC : word[32]; —— The program counter;
VAR v : word[32]; —— Value to write
VAR i : word[32]; -— Address to read from/write to

—— Memory layout as mandated by the policy
VAR EPadd : array word[3] of word[32]; —- List of entry points
DEFINE utc_b := 0h32_00000010;

DEFINE utc_e := 0h32_00000100;

DEFINE aim_b := 0h32_00001000;

DEFINE aim_e := 0h32_00010000;

DEFINE arom_b := 0h32_00100000;

DEFINE arom_e := 0h32_01000000;

DEFINE utdm_b := 0h32_00000010;

DEFINE utdm_e := 0h32_00000100;

DEFINE adm_b := 0h32_00001000;

DEFINE adm_e := 0h32_00010000;

DEFINE mmio_b := 0h32_00000010;

DEFINE mmio_e := 0h32_00000100;

INVAR
0h32_00000000 < utc_b & utc_b < utc_e & utc_e <aim_b &
aim_b <aim_e & aim_e <arom_b & arom_b <arom_e &
arom_e < 0h32_FFFFFFFF;
INVAR
0h32_00000000 < utdm_b & utdm_b < utdm_e &
utdm_e <adm_b & adm_b <adm_e & adm_e <
0h32_FFFFFFFF;
INVAR
0h32_00000000 < mmio_b & mmio_b < mmio_e & mmio_e <
0h32_FFFFFFFF;

—— Access policy
DEFINE APr :=
(((mem_k=_PM ) —> ((arom_b <=i) & (i <= arom_e))) &
((mem_k=_VM) —>((adm_b <=i) & (i<=adm_e))) &
((mem_k = _MMIO) —> ((mmio_b <=i) & (i <= mmio_e))));

DEFINE APw :=
(((mem_k=_VM) —>((adm_b <=i) & (i<=adm_e))) &
((mem_k = _MMIO) —> ((mmio_b <=i) & (i <= mmio_e))));

DEFINE APx :=
((mem_k=_PM ) & (EP | ((aim_b <=1i) & (i <= aim_e))));

DEFINE EP := (((utc_b <=1i) & (i <= utc_e)) &
((i = READ(EPadd, 0d3_0)) | (i = READ(EPadd, 0d3_1)) |

=S
o ¢N

wRE3S:

(i = READ(EPadd, 0d3_2)) | (i = READ(EPadd, 0d3_3)) |
(i = READ(EPadd, 0d3_4)) | (i = READ(EPadd, 0d3_5)) |
(i = READ(EPadd, 0d3_6)) | (i = READ(EPadd, 0d3_7))));

—— write_sf(M, i, v) :=
ASSIGN
init(state) := s0;
next(state) := case
state = sO & APw : s1;
state =s1 & APw : s2;

if (APw(i,M)) M[i] = v else goto end;

state =s2 :s2;
TRUE : end;
esac;
TRANS
case
state = sO & APw : next(PM) = PM & next(VM) = VM &

next(MMIO) = MMIO;
state = s1 & APw : case

mem_k=_PM : next(PM) = WRITE(PM, i, v) &

next(VM) = VM & -- VM not touched
next(MMIO) = MMIO; —— MMIO not
touched

mem_k =_VM : next(VM) = WRITE(VM, i, v) &

next(PM) = PM & —— PM not touched

next(MMIO) = MMIO; —— MMIO not

touched

mem_k =_MMIO : next(MMIO) = WRITE(MMIO, i, v) &
next(VM) = VM & —— VM not touched

next(PM) = PM; —— PM not touched
TRUE : next(PM) = PM & next(VM) = VM & next(MMIO)

= MMIO;
esac;
state = s2 : next(PM) = PM & next(VM) = VM & next(MMIO)
= MMIO;

state = end : next(PM) = PM & next(VM)
next(MMIO) = MMIO;

TRUE : next(PM) = PM & next(VM)
MMIO;

=VM &

= VM & next(MMIO) =

esac;

—— If the APw is always true, then there is not a possibility to
—-reach the end state.
LTLSPEC G(APw) —> G(state != end)

—— If APw is violated, then the state eventually become end,
—-i.e. end is only reachable if APw is violated
LTLSPEC

F(IAPw) —> F (state = end)

—— If the APw is violated, then the memory is not modified
LTLSPEC

G(!APw) —> G (next(PM) =

next(MMIQ) =

PM & next(VM)
MMIO)

=VM &

Figure 9: The encoding to prove the correctness of
the Writegs
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5 Formalization of the CROSSCON Hypervisor configuration

This chapter aims to provide a formal correctness specification for the CROSSCON Hypervisor config-
uration data, extracted from the informal descriptions contained in the project documentation and in
Section 5.2 of the deliverable D2.3 [3]. The specification is sometimes stricter than what the documen-
tation allows; these points are explicitly noted in what follows.

The correctness predicate will be expressed as a set of formulae expressed in the formal theory of Linear
Integer Arithmetic (LIA). The correctness of a configuration can then be checked by building the conjunc-
tion of all these formulae and checking the validity of the resulting formula by using any off-the-shelf
SMT solver supporting that theory.

5.1 Summary of the configuration data

The C types used in the relevant code are the following:

» bool, size_t (standard);

» paddr_t, vaddr_t (defined asuintptr_t);

» cpumap_t (defined as unsigned long int);

» irqid_t, deviceid_t (defined as unsigned int).

Note that the size of these types is platform-dependent. In practice, the two intended targets are the
ILP32 and the LP64 ABIs.

The configuration data are contained in a C struct with the following contents:
» A header, whose fields are out of the scope of this specification.

» A possibly empty list shmemlist of configured shared memory regions, of length shmemlist_size.
The ID of a shared memory region is its position in this list.

Each entry of the list is a struct of type struct shmem. The fields of this struct that are relevant to
the present specification are listed below.

— base: vaddr_t (mandatory for Microcontroller Processing Units (MPU) systems) — the base vir-
tual address of the shared memory region.

— size: size_t (mandatory) — the size (in bytes) of the shared memory region.

— place_phys: bool (optional, default false) — if true, the virtual address corresponds to the phys-
ical address. Only meaningful for Memory Management Unit (MMU) systems.

— phys: paddr_t (mandatory if place_phys is true) — the physical address where the memory
region should be mapped.

The fields base and phys are members of a nameless union, whose content is interpreted as a phys-
ical address for MPU systems, and if place_phys is true also for MMU systems.

» A nonempty list vmlist of configured VMs, of length vmlist_size.

Each entry is a struct of type struct vin_config. The fields of this struct that are relevant to the
present specification are listed below.

— image (mandatory): a struct of type struct vm_image that contains information regarding the
guest image. The fields relevant for the present specification are:
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® base_addr: vaddr_t (mandatory) — the image load address in the guest physical address
space.
® load addr: paddr_t (mandatory) — the image load address in the physical address space.
@ size: size_t (mandatory) — the image size in bytes.
— entry: vaddr_t (mandatory) — the entry point in the guest physical address space.

— cpu_affinity: cpumap_t (optional, default 0) — a bitmap signaling the preferred physical CPUs
assigned to the Virtual Machine (VM). If the CPU affinities are mutually exclusive for all configured
VMs, the physical CPUs assigned to each VM will follow the specified bitmaps; otherwise, the
hypervisor will choose how to resolve the conflicts.

— platform(mandatory): astruct of type struct vim_platformdescribing the resources allocated
to the VM. The fields relevant to the present specification are:

® cpu num: size_t — the number of assigned CPUs.

® regions: a non-empty list of assigned memory regions, of length region_num. Each region is
a struct of type struct vm_mem_region, with the following fields:

® base: vaddr_t (mandatory) — the base guest physical address of the region.
® size: size_t (mandatory) — the size in bytes of the region.

" place_phys: bool (optional, default false) — if true, the guest physical address corresponds
to the physical address.

® phys: paddr_t (mandatory if place_phys is true) — the physical address where the mem-
ory region should be mapped.

The fields base and phys are mutually exclusive (they are members of a nameless union).

® ipcs: a possibly empty list of Interrupt Process Control (IPC) objects of length ipc_num. Each
IPC object is a struct of type struct ipc, with the following fields:

® base: vaddr_t (mandatory) — the base guest physical address of the region. Must be equal
to the shared memory object address.

® size: size_t (mandatory) — the size in bytes of region. Must be less than or equal to the
size declared in the shared memory list.

" shmem id: size_t (mandatory) — the identifier of the associated shared memory region.

" interrupts: a possibly empty list of length interrupt_num whose elements (of type
irqid_t) specify interrupt numbers.

@ devs: a possibly empty list of devices objects, of length dev_num. Each device object is a struct
of type struct vm_dev_region, with the following fields:

® pa: paddr_t (mandatory) — the base physical address of the Memory Mapped Input/Out-
put (MMIO) region of the device.

® va: vaddr_t (mandatory) — the base guest physical address of the device MMIO region.
Must be equal to pa for MPU systems.

® size: size_t (mandatory) — the size in bytes of device MMIO region.

" interrupts: a possibly empty list of length interrupt _num whose elements (of type
irqgid_t) specify the interrupt numbers.

Document name: D2.4 CROSSCON Formal Framework - Final Page: 43 of 65 \

Reference: . Dissemination: Version: Y : Final |




0

wRi:33 N

5.2 Formal specification

We shall need to parameterize our formulae on a flag Pmmu, which is true if and only if the configuration
is intended for an MMU-based system. We denote by £(x) the length of the list x. We use the binary
operator ® to denote the bitwise and operation between machine integers.

The first condition to be satisfied by the configuration data is a simple consistency check on the length
of the top-level lists:

({(shmemlist) = shmemlist size) A (f(vmlist) = vmlist size) A (vmlist size >0) (5.1)

5.2.1 Checks on shared memory definition
In this subsection, we list the conditions that define shared memory areas.
We operate under the assumption of physical addresses:

Yshp = Vi (shmemlist[i].place_phys = true)

We define a family of predicates o-; on an (unsigned) integer variable x expressing the fact that x belongs
to the i-th shared memory region:

oi(x) := (shmemlist[i].phys < x < shmemlist[i].phys + shmemlist[i].size)

The conjunction of the following conditions then gives the correctness predicate for the shared memory
definition:
» no region is empty:

Vi shmemlist[i].size >0 (5.2)

» each region is correctly aligned:

Pmmu — Vi (shmemlist[i].phys mod 4096 = 0) A (shmemlist[i].size mod 4096 =0) (5.3)
—Pmmu — Vi (shmemlist[i].phys mod 64 = 0) A (shmemlist[i].size mod 64 = 0) (5.4)

» regions do not overlap:
Vi, i’ (i <i’ = ¥x =(oi(x) A op(x))) (5.5)

5.2.2 Checks on single VM definitions

Let i be an index that runs on the list of VMs defined by the configuration. In this subsection, we
formulate the conditions that must be satisfied for each value of i. For the sake of brevity, in each
variable reference that follows a prefix vmlist[i] is understood (that is, we use x as a shorthand for
vmlist[i].x).

We operate under the assumption of physical addresses:
Yymp,i = Vj (platform.regions[j].place_phys = true)

We define a family of predicates u; ; on an (unsigned) integer variable x expressing the fact that x belongs
to the j-th memory region defined for the i-th VM:

uij(x) = (platform.regions[j].phys < x A
x < platform.regions[j].phys + platform.regions[jl.size)
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and corresponding predicates u; expressing the fact that x belongs to the union of all the memory regions
defined for the i-th VM:

w0 = \/ i)
i

We also define analogous predicates for MMIO regions:

v; j(x) = (platform.devs[j]l.pa < x < platform.devs|;].pa + platform.devs|].size)

vi(x) = \V/wa(x)

J

The correctness predicate for the definition of VM number i is then given by the conjunction of the
following conditions:

» consistency checks on lists:

({(platform.regions) = platform.region_num) A (region_num > 0) A
({(platform.ipcs) = platform.ipc_num) A
Vj({(platform.ipcs[j].interrupts) = platform.ipcs[jl.interrupt_num) A
({(platform.devs) = platform.dev_num) A

Vj (f(platform.devs[j].interrupts) = platform.devs[j].interrupt_num)

» checks on image: binary image is contained in y;:

Vx (image.base_addr < x < image.base_addr + image.size) — p;(x)

» checks on entry: entry point belongs to y;:

pi(entry)

» checks on platform: at least one CPU:

platform.cpu_num > 0

at least one region:

platform.region_num > 0

no region is empty:

Vj(platform.regions[jl.size > 0)

each region is correctly aligned:

Pmmu — Vj ((platform.regions|j].phys mod 4096 = 0)A
(platform.regions|j].size mod 4096 = 0))
—Pmmu — V;j ((platform.regions|j].phys mod 64 = 0)A
(platform.regions[j].size mod 64 = 0))

regions do not overlap:

Vi j (G <j = Vx=(ujx) A pip(x))

each IPC area is declared:

Vj (0 < platform.ipcs[j].shmem_id < shmemlist_size)
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IPC area parameters corresponds to the declared ones: if k; := platform.ipcs[j].shmem_id,
Yj ((platform.ipcs[j].base = shmemlist[k;].phys)A (5.16)
(platform.ipcs[j].size = shmemlist[kj].size))

(here the documentation allows the weakest condition platform.ipcs|[j].size <
shmemlist[k;].size)

each IPC area is correctly aligned:

Pmmu — Vj ((platform.ipcs[j].base mod 4096 = 0)A (5.17)
(platform.ipcs[j].size mod 4096 = 0))
—Pmmu — Vj ((platform.ipcs[j].base mod 64 = 0)A (5.18)

(platform.ipcs[j].size mod 64 = 0))

each device MMIO region is non-empty:
Vj (platform.devs[j]l.size > 0) (5.19)

each device MMIO region is correctly aligned:

Pmmu — Vj ((platform.devs[j].pa mod 4096 = 0)A (5.20)
(platform.devs]j].size mod 4096 = 0))
—Pmmu — Vj ((platform.devs[j].pa mod 64 = 0)A (5.21)

(platform.devs|j].size mod 64 = 0))
MMIO regions do not overlap:
Vi j (< J = VYx v j(x) Avijp(x) (5.22)
interrupt numbers are assigned uniquely:

Yjj j<j — Vn-(neplatformipcs[jl.interruptsa (5.23)
n € platform.ipcs[j'].interrupts)

Yjj j<j — Vn-(neplatformdevs[jl.interruptsa (5.24)
n € platform.devs[;].interrupts)

¥j,j ¥n =(n € platform.ipcs[j].interruptsA (5.25)
n € platform.devs[j'].interrupts)

5.2.3 Checks on whole-system definition

In this subsection we group the conditions that involve the complex of all defined VMs. Let us collect all
the assumptions made so far in a single formula:

l//phys = l//shp AVi l//vmp,i

Recall also that u; denotes the predicate expressing the fact that physical address x belongs to the mem-
ory allocated to the VM with index i.

The correctness predicate for the whole-system definition is given by the conjunction of the following
conditions:
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attribution of CPUs is disjoint:
Vi, i’ (i <i — vmlist[i].cpu_affinity ® vmlist[i].cpu_affinity = 0) (5.26)

(this rules out configurations that are legal according to the documentation, but is needed to ensure
determinism of CPU allocation)

no overlap between memory areas assigned to different VMs:

Vi, i’ (i <i — Yx =(ui(x) A piy(x))) (5.27)

no overlap between MMIO regions assigned to different VMs:

Vi, i’ (i<i — Yx ~(vi(x) A viy(x))) (5.28)

no interrupt is shared between devices of different VMs: defining
dev_ints; = U vmlist[i].platform.devs[j].interrupts
J
we can express this condition as

Vi,i’ (i <i — ¥n —(n € dev_ints; A n € dev_ints;) (5.29)

(note that IPC interrupts are purely virtual; therefore, different VMs can have the same interrupt
number without any issue).

Note: in some platforms, some interrupts are core-specific and will be duplicated for different VMs.
For instance, on ARM platforms, interrupt numbers from 0 to 31 are local to each CPU core. In this
case the definitions of dev_ints; must be modified as follows:

dev_ints; = U(vmlist[i].platform.devs[j].interrupts ay))
J

where I C N is the subset of non-core-specific interrupt numbers.

5.2.4 Checks on instantiability

For this set of checks, we assume that a suitable source of information on the target platform is available
ahead of deployment. In particular, we assume the presence of the following data:

>

| 2

The number of physical CPUs available, denoted by Ncpu;

The set of valid physical memory addresses, expressed by a predicate mem_valid(x) that is true if
and only if address x is valid;

The set of available MMIO addresses, expressed by a predicate mmio_valid(x) that is true if and
only if address x is valid;

The set of available IRQ lines, expressed by a predicate irq_valid(n) thatistrueif and only if integer
nis a valid IRQ line.

With these assumptions, the instantiability predicate can be formulated as the conjunction of the fol-
lowing conditions:

>

the cumulative count of CPUs allocated across all VMs does not exceed the total number of CPUs
available on the platform:

Z vmlist[i].platform.cpu_num < Ncpu (5.30)

i
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» (optionally) allocated CPUs are exactly equal to the available CPUs:

(X) vmlist[i].cpu_affinity = 2¥ePutl _ (5.31)
i

» every specified memory region is contained in the physical available memory:

Vi Vx (ui(x) » mem_valid(x)) (5.32)
» (optionally) allocated memory is exactly equal to the physically available memory:

v (\/ i(x) & mem_valid(x)) (5.33)

i

» every device MMIO region is contained in some MMIO range:

ViV¥x (vi(x) » mmio_valid(x)) (5.34)

» every declared interrupt number is available:

ViVn (n € dev_ints; — irq_valid(n)) (5.35)
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6 Formalization of dynamic VM instantiation

This chapter provides a formal model for the dynamic VM instantiation feature that will be introduced
in the final version of the CROSSCON Hypervisor, as described in the deliverable D2.3 [3].

6.1 Interface

The interface for accessing the dynamic VM management feature consists of the following three primi-
tive operations.

» The vm_create function takes as input a configuration ¢ for the new VM to be created and (if ¢ is
correct) returns an opaque identifier £, called a VM handle, which can be used in subsequent calls to
the API to refer to the new VM.

» The vm_invoke function takes as input the handle /4 of the child VM to which the parent VM wishes
to transfer control. If & is a valid handle, the transfer of control is performed. When the child VM
yields control back, the function returns successfully to the parent VM.

» The vm_delete function takes as input the handle 4 of the child VM to be deleted. If 4 is a valid
handle, the corresponding child VM is terminated and all the resources allocated to it are freed.

In order to proceed with the formalization, we will also need the following objects.

» A predicate valid(c), defined on the set of all possible VM configurations, that is true for configuration
c if and only if ¢ is valid, namely, if and only if it satisfies the correctness predicate which has been
defined in Chapter 5.

» A finite set H that contains all the possible handles for a dynamically-created VM. In practice, if
we denote by Ny, the maximum number of dynamically-created VMs that the hypervisor is able to
handle, we can simply take H = {1, .. .»Nay,}, and treat the concrete representation of handles as
an (irrelevant) implementation detail.

6.2 State transition diagram

We can now define a formal model for the dynamic management of VMs by the CROSSCON Hypervisor.
We shall use the well-known formalism of extended finite-state automata, namely finite-state automata
whose states are defined partly explicitly by a state transition diagram and partly implicitly via the pos-
sible values that a given set of variables may assume.

In the present setting the only variable needed, which we shall denote by H, is the set of currently active
handles. This is a subset of HH that records, at each point in time, the handles that have been assigned
to a child VM. The time evolution of this variable is clear from the above interface specification:

» following a successful create call, the handle & returned by the vm_create function (which is as-
sumed to be distinct from every handle already present in H) must be added to the set H;

» a call to the invoke primitive is successful if and only if the input handle / belongs to the set of active
handles H, and does not modify the set H;

» acall to the delete primitive is successful if and only if the input handle & belongs to the set of active
handles H, in which case handle 4 must be removed from the set H.
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In Figure 10 we depict the state transition diagram for a finite state automaton A that models the dy-
namic VM instantiation mechanism according to the above discussion. Here, we are using a standard
notation for transitions, where a label of the form ¢/e means that the transition is taken if and only if
the boolean condition c is verified, and in that case, the variables are updated according to the effect e.
When a transition does not update any variable, the second part is simply omitted.

—walid(c)

valid(c)/H' = H U {h}

create(c)

delete(h)

vm_delete

he H/H =

H\ {h}

invoke(h)

Figure 10: The state transition diagram for the dynamic VM instantiation logic.

The set of input actions for the automaton (A is defined by the following grammar:

» for each possible configuration ¢ € C, we have an action create(c), corresponding to the creation of
a VM with configuration ¢;

» for each possible handle & € H, we have actions invoke(h) and delete(h), which corresponds to the
invocation and the destruction of the corresponding VM, respectively.

The correspondence between these input actions and the API functions illustrated in section 6.1 is
clear.

6.3 Model checking

In order to formally prove some relevant properties for the automaton A it is necessary to encode it
in a suitable specification language. As in chapter 4, we shall use the NUXMV model checker and its
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associated language SMV, which supports (among others) specifications written in the Linear Temporal
Logic formalism.

Due to some limitations in the SMV language, we had to modify slightly the automaton shown in Fig-
ure 10. The main changes are the following:

1. for the sake of simplicity, the configurations ¢ with associated predicate valid(c) have been re-
placed with a single input variable v, of boolean type, which directly encodes whether a supplied
configuration is valid or not;

2. as the support for sets in SMV is quite restricted, we chose to model the set of handles H as an
array a of boolean values of size Nyy,, such that for everyi € {1, ..., Ngy,} the element a[i] is true
if and only if handle i is active;

3. finally, since the SMV language does not admit input variables with parameters, we had to de-
compose the input actions defined above into a triple of input variables (a, v, h) where « is an
element of the enumerated type {create, delete, invoke}, v is the boolean variable mentioned in
point 1 and 4 is a variable ranging over all possible handles. Clearly, the value of v is only taken
into account when a = create, and similarly for & with respect to the other two actions.

The resulting NUXMV code is shown in Listing 11.

Using this formalization we were able to prove some basic behavioral properties for the formal model
of dynamic VM instantiation. In particular, we verified the validity of the following properties:

1. the error state is a sink;
2. a VM with a valid configuration is always instantiated;

3. aninstantiated VM can always be executed;

4. achild VM can execute if and only if its handle is active.
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MODULE main
DEFINE N_dyn :=8;

IVAR action : { create, delete, invoke };
IVAR c_valid : boolean;
IVAR h : 0..N_dyn;

VAR state : {s_parent, s_child, s_create, s_delete, s_invoke,
s_error};

VAR handles : array 0..N_dyn of boolean;

VAR saved_c_valid : boolean;

VAR saved_h : 0..N_dyn;

ASSIGN
init(state) := s_parent;
init(handles) := CONSTARRAY(typeof(handles), FALSE);
init(saved_c_valid) := FALSE;
init(saved_h) :=0;

next(state) := case
state = s_parent & action = create : s_create;
state = s_parent & action = delete : s_delete;
state = s_parent & action = invoke : s_invoke;

-— Here we use nondeterminism of input variable h to

—- choose a random handle for the new VM which is

—— compatible with existing active handles

state = s_create & saved_c_valid & READ(handles, h) =
FALSE : s_parent;

state = s_create & ! saved_c_valid : s_error;

state = s_delete & READ(handles, saved_h) = TRUE :
s_parent;

state = s_delete & READ(handles, saved_h) = FALSE :
s_error;

state = s_invoke & READ(handles, saved_h) = TRUE :
s_child;

state = s_invoke & READ(handles, saved_h) = FALSE :
s_error;

state = s_child : s_child;
state = s_child : s_parent;

state = s_error : s_error;
TRUE : state;
esac;

next(handles) := case
—-— vm_create, successful case

state = s_create & saved_c_valid & READ(handles, h) =
FALSE :
WRITE(handles, h, TRUE);

—--vm_delete, successful case
state = s_delete & READ(handles, saved_h) = TRUE :
WRITE(handles, saved_h, FALSE);

—— every other transition leaves the set of active
—-handles as it is
TRUE : handles;

esac;

next(saved_c_valid) := case
state = s_parent & action = create : c_valid;
TRUE : saved_c_valid;

esac;

next(saved_h) := case
state = s_parent & (action = delete | action = invoke) : h;
TRUE : saved_h;

esac;

—— Specification

—- 1. error state is a sink
LTLSPEC
state = s_error —=> G state = s_error;

—-2. a dynamic VM with a valid configuration is instantiated
LTLSPEC
action = create & c_valid —> X X (state = s_parent);

--3. adynamic VM instantiated by a valid configuration can
execute
LTLSPEC
action = create & c_valid & Xh =1 & X X (action = invoke & h =
1) —> F (state = s_child);

—-— 4. a dynamic VM can execute if and only if its handle is active
LTLSPEC
(action = invoke & h = 2 & X X state = s_child) —> (handles[2] =
TRUE);
LTLSPEC
(handles[2] = TRUE) —> (action = invoke & h = 2 & X X state =
s_child);

Figure 11: The encoding to prove the correctness
of the dynamic VM automaton.
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7 Formal verification of digital hardware designs

Hardware primitives (e.g., MPU, Hypervisor extension, and Perimeter guard) are the fundamental build-
ing blocks on which the security of a computer system is based. Because of that, we want to ensure
that they behave as expected; otherwise, the entire system might be compromised. We usually ensure
that the digital hardware design works as expected with testing, which is easy to apply, but it is hard to
cover the behaviour of the entire design. Formal methods promise to address this limitation by allowing
better coverage of the design’s behaviour. In this chapter, we look at the open source tools currently
available to formally verify digital hardware designs, and we try to apply them to our designs, namely
the AXl interconnect.

7.1 Motivation

We use tools every day. We drive a car to work, we use a stove to cook, and we use our phones to
talk to our friends. Each time we use one of those tools, we expect the tool to behave in a certain way.
When we drive a car, we expect the car to break when we hit the break; when we turn off a gas stove,
we expect the stove to stop dispensing gas to the heating had; and when we send a message through
our phone, we expect the program to deliver the message to the intended recipient. Any deviation of
the tool from the expected behaviour can cause problems. Some problems can be efficiently mitigated,
while others can cause harm, leading to injuries and financial damage.

In general, the question of how to prevent unexpected behaviour of a system is an open problem. We
usually try to address this problem by testing; for example, we take a car, hit a break in different situ-
ations, and see what happens. We do the same in digital hardware design. To be sure that the design
behaves as expected, we simulate it and see how it behaves when we provide specific input signals.
Some behaviours are easy to test, but when the complexity of the design increases, it’s harder and
harder to test all possible behaviours. The problem we encounter here is that we only have a limited
amount of engineering effort available to do the testing, which means that we are often not able to test
the entire design. This means that we need to selectively choose which parts of the design we want to
cover. Usually, we cover more crucial parts of the design. More effort that we use for testing, the more
of the design’s behaviour can be covered, and more confident we can be that the design behaves as ex-
pected. Because producing chips is expensive and we do not have a chance to fix the design after a chip
is fabricated, we want to be confident that our designs work as expected. Therefore, we are prepared to
spend a lot of effort on testing. In our experience, the amount of effort that is usually used on testing is
2/3 of the entire effort needed to produce a design, which is much more than is usually spent on testing
software.

Spending that much effort just on testing is a lot. So, the question arises: Can we do better? Can we
spend less effort on testing and cover more of the design’s behaviour? Note that we are not interested
just in theoretical results but in how we can apply them in practice.

Usually, when discussing how to ensure that hardware and software behave as expected, formal meth-
ods are mentioned as a promising toolset that can be used alongside the usual testing to achieve better
coverage. This makes them an interesting starting point. In order to get a better idea if formal methods
are useful in production, we decided to try out open source tools that are currently available and see
how far we can get using them.

In the following chapter, we briefly go through the formal methods used by the industry and follow with
a description of open source tools that we tested. Note that we have used SymbiYosys [20] more than
any other tool as it is the most mature tool that we have encountered. Using it, we were able to formally
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verify our AXI-lite interconnect, which is a production-ready digital design.

7.2 Formal methods in the industry

It seems that formal methods are widely adopted among hardware design companies. Some of the
biggest companies that use them are Intel [21], AMD [22] and ARM [23]. Unfortunately, it turns out that
most of these companies consider their testing practices to be a trade secret and do not often discuss
them publicly in detail. Furthermore, the tools they use are partially or fully developed in-house and
are not shared with the community. In our experience, this is a trend for most of the tools used in the
digital hardware design industry, which is in stark contrast to the much more open-software community
where most of the tools used to develop software are open source. The result of that is that there are
not many open source tools out there that can be used to formally verify hardware designs in practice,
with a few notable exceptions such as SymbiYosys [20]. Also, the available open source tools are often
not production ready, which means that significant effort is needed to apply them to existing projects.
The reason for this seems to be that the tools are mostly developed in an academic setting.

In general, the formal methods used in the industry fall into one of the following categories:
» fully-automated program analysis,

» model checking, and

» interactive theorem proving.

where the main difference between them is the amount of automation and what can be proven. The
slides from Mike Dodds talk ‘Proofs in the Wild: What’s done today? What's close? What’s far?’ (De-
cember 2024) [24] give a great overview of the pros and cons for each of the categories.

Fully-automated program analysis are a set of fully automated methods that aim to check design’s prop-
erties at scale. Such methods are, for example, used by advanced linters [25]. The main advantage of
using them is that they can be used by non-specialists as they are easy to use, you just run them and
get the results, where the downside is that they usually check only specific properties and they often
provide false positive and false negative results.

Model checking is a set of methods that translate a design into a set of logical formulas that can be
given to a solver to check if the design has a certain property. The translation and checking are fully
automated, but the methods are known to work only for relatively small designs. For example, model
checking can be used to verify processor arithmetic logic units and interconnects [26]. Model checking
methods do not provide false positive or false negative results. Two tools that rely on model checking
are SymbiYosys [20] and Siemen’s Questa Verify Property [27].

Interactive theorem proving is a set of methods that allow us to describe our design in a formal language
and reason about it using a proof assistant: a program that helps us construct proofs and checks that
the proofs are valid. An example of such tools is Coq? [28], Isabelle [29], F* [30] and ACL2 [31], where
three major projects that use interactive theorem proving are formally verified separation kernel seL4
[32], formally verified AAMP7G microprocessor [33], and Project Everest [34] where they are working to
provide formally verified parts of a HTTPs stack, for example HACL* [35] - a formally verified library of
modern cryptographic algorithms. A major advantage of using interactive theorem proving is that the
language that we use to describe the design and its properties is more expressive, which allows us to
verify more interesting properties, and that the interactive theorem proving can be applied to medium-
sized systems. Furthermore, the proof assistant checks that the proofs are correct, avoiding false positive
and false negative results. The downside of using interactive theorem proving is that verification and

1Also known as Rocq Prover.
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proving require a lot of human effort and expertise; the effort used in such projects is often counted in
used PhD years.

7.3 Open source tools

In this chapter, we discuss the open source tools we have tried. Because we design our hardware in
Verilog, which is also true for most of the industry, we focused only on the tools that support formal
verification of Verilog and SystemVerilog. We started our effort with Symbiyosys [20] as it is one of the
most well-known open source tools for the formal verification of digital hardware designs. Also, it is the
most mature tool that we found as we were able to use it to formally verify AXI-lite interconnect. For
each tool, we will look at how the tool is used (workflow), available documentation, pros and cons, and
the tool’s maturity.

7.3.1 Symbiyosys

SymbiYosys [20], or sby for short, is an open source digital hardware verification tool maintained by
YosysHQ [36]. sbyis based on model checking and allows one to check if a program has a certain property
by asserting the property in Verilog and passing the translated design with assertions to an SMT solver
that then checks if the assertion holds. sby supports bounded and unbounded model checking.

Workflow: sby supports the following high-level workflow: (1) take a Verilog design that you want to
verify and describe the properties that the design should have by using assert, assume and cover state-
ments (or SystemVerilog assertions if using a paid version of sby), (2) run sby which returns a waveform
for each assertion that fails, (3) check the waveform for why the assertion has failed, (4) fix the design
and (5) repeat until there are no assertions that fail and you have covered all the properties you wanted
to check.

In the background, each time you run sby (2), sby translates your design to a set of logical formulas in
SMTv2 format and passes them to an SMT solver such as Z3 [37] and Boolector [38]. The SMT solvers
tries to find cases when the formulas are satisfied, this is when one of the assertions in your design fails,
and then translates the output of the SMT solver back to a waveform that you can view and figure out
why an assertion has failed.

When describing the behaviour of your design, you use Verilog together with assert, assume and cover
statements. The assume statement allows you to assume properties of a design and input signals, where
the cover statement instructs sby to check if a certain behaviour can actually occur by finding a waveform
that covers it. The two statements are usually used together, as we use the cover statement to check
that the design can perform an expected behaviour under the specified assumptions; in other words,
we use cover statements to make sure that we did not assume something that we did not intend to. For
example, if we assume too much, some assertions will be trivially true as the design never comes to a
situation where it can potentially violate them. This is necessary as there is no other way to check how
the assumptions impact the behaviour of the design.

Pros/Cons: Specifying HW design using Verilog: Verilog is a hardware description language that is ex-
pressive enough to describe most of the hardware in a simple and efficient way 2. However, the same
cannot be said for using Verilog to test and formally verify hardware. In our experience, writing more
complicated tests, for example, testing if transactions are correctly performed over an interconnect,
comes with a significant overhead of used effort and lines of code, which seems to be due to Verilog not
providing the needed language abstractions/features to easily implement tests. For example, Verilog
lacks the idea of a structure (i.e., record) that can be used to store test-related data. Instead of defining

2With some exceptions, for example, connecting hardware modules needs to be done by hand, signal-by-signal, which is error-prone and
time-consuming
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a structure, you need to define an array where a specific set of bits holds a value. This, in general, is
not a problem, as one could argue that the structures in other languages are usually implemented in
a similar manner, but the problem arises when one wants to access the values stored in the array as
you need to select each value by providing the starting and ending index of the value in the array. This

requires that the developer tracks the indexes separately for each stored value, which is error-prone and
time-consuming.

The lack of such abstractions (e.g. structures, dynamically sized associative arrays, and local variables)
makes writing and maintaining test cases much more complicated than it needs to be. We encounter
the same problems when trying to formally verify hardware designs with sby. In our experience, it is
hard to describe a behaviour of a design by not having a sufficient level of abstraction, as you spent a lot
of effort on trying to fit a relatively simple concepts (e.g. structures and dynamically sized associative
arrays) into Verilog in such a way that it can also be efficiently used by the SMT solver. This makes spec-
ifying, proving, and maintaining proofs and specifications much more complicated. Ideally, we would
use more expressive language, for examplelZ Coq [28] and F* [30], to describe and prove the properties
of a design.

Some of the aforementioned problems are addressed in later versions of Verilog, called SystemVerilog,
but sby does not support it. As far as we can see, the only improvement in expressiveness that shy
provides is support for SystemVerilog assertions, which is only available in the paid version of sby.

Pros/Cons: How the assertions are checked: sby supports two ways of checking that assertions hold
for a given design: bounded-model checking and proof-by-induction. Bounded-model checking can be
used to check if an assertion holds for the first N cycles from the start of the simulation, where proof-
by-induction can be used to check the assertion holds for all cycles by using induction. Both approaches
have prose and cons.

Bounded-model checking is easy to use as it is to some extent similar to usual testing: the design is
reset and then we check if an assertion holds for each clock cycle from the reset onward. In general, the
problem with this approach is that the more cycles you check, the more time a SAT solver needs to check
that assertions hold. After some ten cycles, the SAT solver might need 30 minutes or more to check that
all the assertions hold for a single cycle. The amount of time that the solver need heavily depends on the
number of free variables in the formula generated from your design. For each clock cycle, we extend the
formula with additional free variables representing input signals of the design in that clock cycle, which
means that the solver needs more time to check the formula after each clock cycle. There are ways to
mitigate this, for example, by reducing the number of external inputs to the design, but with the larger
designs and by wanting to check more cycles, this becomes the main problem you are trying to avoid.
In contrast, using proof-by-induction does not have this issue as it only checks a small number of cycles
(base step cycles and the induction step cycle).

The problem with the proof-by-induction approach is that we do not start checking if assertions hold
from a reset state of the design. sby treats the internal state of the design as free variables and thus also
performs induction on the states of the design that cannot be reached from the reset. This prevents
us from treating the design as a black-box as we need to explicitly specify what is a valid internal state
of the design. In our experience, this requires significant engineering effort. Also, each time that you
change the internals of the design, you also need to change the description of what a valid internal state
is. This is not the case for bounded-model checking. In our experience, both methods are useful but
you need to know when to apply them to get the best result with the least amount of effort.

Documentation: The main documentation available for sby is a reference manual [39], which explains
how to use sby and goes through a basic example of how to verify a design. Unfortunately, it does not
provide any additional guidance on different approaches to verification; for example, it does not explain
what is the difference between bounded and unbounded model checking, and what are the prose and
cons of both approaches. It seems that the authors assume that the reader has some prior knowledge of
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model checking and how it can be efficiently applied, which results in a high learning curve for a beginner
who wants to be efficient with sby. This can be partially addressed by relying on other resources, for
example, ZipCPU’s blog [40] which has great posts on how to formally verify hardware in practice using
sby while also explaining what kind of problems you usually encounter.

Maturity: sby is the most mature open source hardware formal verification tool that we found. It can
be used out-of-the-box on small production-ready hardware designs in practice, which is great as itis an
open source tool that is free to use. In our experience, it has an active community as YosysHQ regularly
responds to issues posted on the project’s GitHub page [20]. The workflow provided by sby can be used
in production, but in order to scale it efficiently to bigger and more complicated designs, it would be
great to refine the workflow and improve documentation. More specifically, we found two points that
would make the tool easier to use and more useful in practice.

(1). We encountered two issues related to reporting which of the assertions has failed. The first issue
[41] was that sby reported that a wrong assertion has failed when the same module was instantiated
two times. This issue was quickly fixed by YosysHQ development team, so it is no longer a problem.
The second issue [42] is that sby does not report exactly which assertion has failed when using for loop
generate constructs. This means that one is not able to see for which iteration of the for loop the as-
sertion has failed just from sby’s log messages. This is not a problem for small designs as one can check
the generated waveform, but when the designs get larger, figuring out what went wrong just from the
waveform gets harder. This is especially problematic because larger Verilog designs rely on parameters
and generators for configuration, so you will often encounter this problem. This causes unnecessary
overhead for a routine workflow. Note that this problem is addressed with the Verific frontend available
in the paid version of sby.

(2). When an assertion fails, the developer usually checks the generated waveform to figure out why it
has failed. A failed assertion usually indicates that something is wrong with the design or with the spec-
ification. If something is wrong with the design, the design is fixed and sby is re-run. In our experience,
it is hard to see if the problem was actually fixed just from re-running sby because the changes to the
design often fail some other assertion. It would be much easier to confirm that a specific part of the
design was fixed if a test case would be generated for each assertion that fails. sby currently does not
support automatic test generation that work with the original design. We have confirmed that this is a
problem with YosysHQ and posted a GitHub issue to note it as a feature request [43].

The automatic test generation might seem as a minor problem, but it is important if you want to avoid
being locked to a specific tool. If you can get a test case for each failed assertion, the test case can be
used without the tool, which is valuable even after you decide to stop using the tool. As part of the same
consideration, it would be great that a specification that you write in Verilog with assume, assert and
cover statements could also be used with other tools. As far as we can see, this is currently not possible
with the open source tools.

Our contribution: During our investigation, we have reported issues 296 [41], 300 [43] and 306 [42] to
SymbiYosys GitHub repository.

As far as we can see, SymbiYosys is currently the only open source tool that can be used out-of-the-box
to formally verify small production-ready HW designs written in Verilog based on model checking. We
are grateful to YosysHQ for making it available to the community.

7.3.2 EBMC

EBMC is an open source digital hardware verification tool based on model checking that supports Verilog
and SystemVerilo where properties can be expressed with a fragment of SystemVerilog assertions. EBMC
supports bounded and unbounded model checking.

Workflow: EBMC supports a similar workflow as SymbiYosys: (1) describe the designs behavior using
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assertions, (2) run EBMC that returns a trace or waveform for each assertion that failed, (3) check the
waveform for why the assertion has failed, (4) fix the design and (5) repeat until no assertion fails.

Pros/cons: Unfortunately, as SymbiYosys, EBMC does not support test generation for failed asser-
tions.

Pros/cons: EBMC supports a fragment of SystemVerilog assertions which is useful as SystemVerilog as-
sertions are more expressive as Verilog with assert statements. Using SystemVerilog assertions makes
describing properties of your design less time-consuming and error-prone.

Documentation: EBMC’s team provides short documentation on how EBMC can be used, but similar to
SymbiYosys, they assume some prior knowledge about model checking and do not elaborate what are
the best practices to use their tool, for example, when and how to use bounded and unbounded model
checking.

Maturity: As far as we can see, EBMC has a small community of users and is mainly maintained by
Daniel Kréning and his team. It aims to support Verilog and SystemVerilog. But after trying to use the
tool, we encountered several issues, such as missing language features, that prevented us from using it
on production designs; for example, vector part-select addressing was not fully supported [44]. These
are minor issues that can be addressed by putting more effort into covering all Verilog and SystemVerlog
features; but it is a problem, as it can prevent EBMC from being used in practice as it cannot be applied
to all valid Verilog designs.

Our contribution: We have reported issues 751 [45], 747 [46] and 784 [44] to EBMC’s GitHub repository
[47]. All the issues were quickly addressed by the EBMC team.

7.3.3 Knox

Knox [48] is a formal verification framework that can be used to formally verify hardware and software.
Knox allows us to show that a Verilog design implements a functional specification through information-
preserving refinement (IPR). If we are able to show that IPR exists, then we know that the design meets
the functional specification and no other information is leaked, through timing side-channels, that is not
already leaked by the specification.

An interesting insight that we can take from Knox is that one can uses Yosys to translate a Verilog design
into an SMTv2 representation, which can then be interpreted in Racket [49] as a domain-specific lan-
guage. By using Rosette [50], we can then symbolically evaluate the design and verify that the design
has the wanted properties.

Rosette [50] is a solver-aided programming language that extends Racket with language constructs for
program synthesis and verification. Rosette verifies a design by translating the design into a set of logical
constraints that can be solved by an SMT solver. To translate the design, Rosette symbolically evaluates
the code to get a reduced set of logical constraints. As far as we can see, this makes verification with
Rosette more efficient and thus allows verification of larger designs.

Workflow: Knox supports the following workflow: (1) Translate a Verilog design into SMTv2 form with
Yosys. (2) Interpret the translated SMTv2 design in Racket using Knox. (3) Describe and (4) check the
desired properties with Rosette. (5) If some of the checks failed, determine why the check failed from
the counterexamples provided by Rosette. (6) Repeat until you have checked all the properties.

Using Rosette and Knox we can verify our Verilog designs in a similar fashion as with SymbiYosys: we can
check that a property holds for the first N number of clock cycles after the design is reset.

Pros and cons: When using Rosette, we are able to specify the design properties in a subset of Racket,
which, as far as we can see, should be easier than specifying the properties in Verilog as Racket provides
a higher level of abstraction, for example, it supports structures and dynamically sized associative arrays.
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In order to see if this is actually the case, we would need to evaluate this verification approach on larger
designs.

Pros and cons: In order to efficiently verify hardware using Knox, one needs to be proficient in (1) Racket,
(2) Racket’s macro system (the mechanism that allows one to embedded domain-specific languages in
Racket), (3) how Yosys translates Verilog designs into SMTv2, (4) how Knox interprets the SMTv2 trans-
lation, and (5) how Rosette works, alongside other more general formal verification knowledge that is
usually needed to do model checking. In our experience, this is not trivial and requires a large time
investment before a developer can efficiently verify a hardware design. Furthermore, as far as we know,
Racket is not often used in the industry, which means that a developer will probably need to learn it
before it can start with the verification.

Documentation: Unfortunately, Knox does not provide documentation explaining how to get started,
but this can be determined through published articles and examples. Because of that, using Knox re-
quires a bit of reverse engineering, especially when you try to determine how Knox interprets the SMTv2
representation of your design. This process is made easier by the great documentation provided by
Rosette and Racket.

Maturity: Knox is a research project and, as far as we can see, does not have many users. The project’s
community is small, and the main contributor to the project is its author, Anish Athalye. In terms of
features, the project is interesting, as it allows one to use Racket to write down the specification, and
it leverages Rosette to allow fast verification. So far, we have not encountered any problem that would
indicate that Knox could not be used on larger designs.

Our contribution: We have discovered one issue [51] and reported it on the Knox’s GitHub page.
7.3.4 ACL2

ACL2 [31] is a programming language and an automated theorem prover that allows one to develop
programs and prove their properties in a subset of Common Lisp. ACL2 is well known for its support for
hardware verification and is also used in the industry, for example, by Intel, AMD and Centaur Technology
[52]. ACL2 supports symbolic evaluation, and its proof system is based on term rewriting rules that are
extended once the user proves a theorem.

Workflow: ACL2 with SV library [53] supports the following workflow: (1) Translate a Verilog design into
an ACL2 representation. (2) Describe the design’s properties in ACL2 and (3) prove that the properties
hold.

ACL2 belongs to a family of interactive theorem provers that allow one to prove properties of a design
by guiding the theorem prover. This means that proofs are more involved and require more effort as,
to some extent, they need to be done by hand. This is in contrast to model checking where in order to
prove the properties you just pass the property to a program that just confirms that the property holds
or provides a counterexample. The advantage of using theorem provers is that we can prove more
complicated properties and work with larger designs.

Unfortunately, we did not try out ACL2 and verify a design with it, but we mention it here because it
seems as a promising option if one wants to verify HW using proof assistants.

Documentation: As far as we can see, ACL2 has great documentation [54] that covers how to use ACL2
and how to start with hardware verification [53].

Maturity: As far as we can see, ACL2 has a small but responsive community. The tool seems to be
industrially tested, which makes it an interesting candidate for further verification attempts. Currently,
the only downside that we can see for using ACL2 is that it has a steep initial learning curve, as the
developer needs to become familiar with the ACL2 language and they also need to learn how to prove
theorems with it.
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8 The CROSSCON Certification Manifest

In this chapter, we present the CROSSCON Certification Manifest, a data structure which is designed to
support formal reasoning about the safety and behavioral properties of the applications running on the
CROSSCON stack. This data structure has been integrated in the CROSSCON Secure Update framework
thatis being developed as part of the WP3 activities, whose outcomes will be reported in the deliverable
3.3.

8.1 Structure of the Certification Manifest

The Certification Manifest is a structured list of formal properties satisfied by a binary application, to-
gether with a corresponding list of proof certificates. A proof certificate is a textual representation of a
formal proof, written in some specified formal language [55]. Their use enables the agent in charge of
the security of a device to directly verify the validity of such properties before executing (or installing)
the application.

For the sake of clarity, we shall distinguish between a proof certificate, in the sense defined above, and
a proof descriptor, which is a data structure whose purpose is to encapsulate a proof certificate together
with all the information needed to verify it.

Field name Field type
Property identifier string
Component identifiers | list of strings
Language identifier string

Proof certificate string
Locality constraint boolean
Verification servers list of strings

Table 2: Fields in a proof descriptor.

The CROSSCON Certification Manifest consists of a list of proof descriptors. Each proof descriptor is a
record consisting of the fields listed in Table 2. Let us explain in more detail the intended semantics of
these fields.

» The Property identifier field contains a string that is used to uniquely identify the formal property to
which the proof descriptor refers. Each property identifier must appear only once in each Certifica-
tion Manifest.

» The list of Component identifiers is used to specify which components running on the device are
targeted by the considered proof. Each element of this list must uniquely identify a corresponding
software component in the CROSSCON stack.

» The Language identifier field contains a string that uniquely identifies the formal language in which
the proof is expressed (including a version number if necessary). By requiring each proof descriptor
to specify the language used in the corresponding proof, our proposal can remain fully agnostic about
the particular tools that are used to generate proof certificates.

» The Proof certificate field contains the proof certificate itself, expressed in the formal language sin-
gled out by the Language identifier.

» The Locality constraint is a Boolean flag that, when set, requires the proof checking step to be per-
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formed on the device, without involving any communication with the external world. This possibility
can be useful for sufficiently powerful devices that, nevertheless, have no or very restricted access
to the Internet, or when a verification server cannot be set up in a trusted way.

» Finally, the Verification servers field contains a (possibly empty) list of verification servers that can be
used to verify the validity of the attached proof certificate. Clearly, this field only becomes relevant
when the locality constraint flag is not set. Each string in the list is required to be a valid URI of
a remote server that can be queried to perform the verification of the associated proof certificate.
Again, specifying the servers on a proof-by-proof basis is useful because some languages and/or proof
techniques may be supported only by some of the available backends. The presence of this list is
optional and even when nonempty, its contents are meant to be advisory only; the owner of the
device can always ignore the suggestions and require the use of a trusted server of his choice when
it is available.

8.2 Purposes of the Certification Manifest

The Certification Manifest is a versatile structure that can be used for many purposes in the CROSSCON
stack.

Forinstance, in the Secure Update process (whose final version will be described in more detail in deliver-
able D3.3), we propose to embed a Certification Manifest inside each update package. This Certification
Manifest will contain a set of formal proofs concerning the update’s contents. These proofs can be of
two kinds:

» standalone proofs, aimed to certify that the code contained in the update satisfies some selected
property;

» differential proofs, aimed to certify that the new component version replaced by the update satisfies
the same properties as the old version that already runs on the device.

The Certification Manifest could also be integrated into other components of the stack.
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9 Conclusions

In this document, we have presented the current version of the open formalization of the CROSSCON
separation kernel and the security properties we have considered within CROSSCON. We started with the
individual architectural components of CROSSCON and the possible implementation alternatives of the
CROSSCON stack discussed in [2]. We proved that the CROSSCON separation kernel satisfies the prop-
erties of interest. For TEE and Hypervisor-less hardware, we performed a more detailed formalization,
and we mechanically proved memory isolation of the design leveraging model checking techniques and
satisfiability modulo theory. We included the formalization of the shared memory and the dynamic cre-
ation of sub-domains within a domain. Moreover, we also formalized the correctness of the CROSSCON
hypervisor configuration file through SMT with the extraction of proofs to be added to the certification
manifest. We also formalized the finite-state machine governing the creation of virtual machines (sub-
domain) and formally verified some properties on this machine. We described the experience of using
open-source verification tools to verify hardware components. Finally, we described the extension of
an existing certification manifest to include CROSSCON-specific components (namely, proofs for security
properties or bills of material).

As future work, our aim is to maintain this document to incorporate future extensions and to submit an
excerpt of its content to scientific venues to valorize the research carried out.
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