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2ORSHIN [ref]
o ORSHIN

o Open-source ReSilient Hardware and software for Internet of 
thiNgs

o ORSHIN (electronic) device
o Is resource constrained and connected
o Provides secure and privacy-preserving services
o Uses open-source hardware and software
o Built and managed with a trusted life cycle

o ORSHIN use cases
o IoT: smart wearables, digital payments, …
o IIoT: industrial control, vehicle control, …
o Critical infrastructure 

https://horizon-orshin.eu/
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3 ORSHIN Context

Device Trustworthiness

Device Openness

Opens source hardware and software, e.g., ORSHIN device (verifiable, 
auditable, secure, and privacy-preserving)

Mix of open and closed source hardware and software, e.g. Raspberry Pi, …

Closed source hardware and software, e.g., Fitbit, Apple Watch, Alexa, industrial PLC, ... 
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4ORSHIN Consortium Members

● Academia
○ EURECOM (ECM): 
○ Katholieke Universiteit Leuven (KUL): 

● Industry (incl SME)
○ Security Pattern (SEP):
○ NXP Semiconductors (NXP): 
○ Texplained (TEX): 
○ Tropic Square (TRPC): 

● Project management
○ Technikon (TEC): 
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5Today’s focus – WP2

o Define a methodology to develop secure and privacy-
preserving (I)IoT devices taking advantage of open-source 
hardware (and software)
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6Tasks

o Task 2.1: Methodology for the trusted life cycle of OSH
o Description of the design methodology
o How a system developer should apply the methodology
o Allow independent evaluation of OSH components
o Steps of the life cycles

o Threat modeling and Risk Assessment, Design, Implementation, 
Evaluation, Installation, Maintenance, Retirement

o Task 2.2: Security requirements in the trusted life 
cycle of OSH
o How abstract security requirements map into concrete policies 

for the life cycle phases and into concrete security 
requirements for the components of the device
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7
Methodology for the trusted life cycle of OSH
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8TLC Phases

        Evaluation

Design

MaintenanceRetirement

Threat modeling and 
risk assessment

Ins
tal

lat
ion

Implementation

o Threat modeling and risk 
assessment
o Definition of security requirements, a 

set of product requirements for 
guaranteeing certain cybersecurity 
properties

o Design
o The product hardware is designed

o Implementation
o Development of hardware and 

software/firmware components
o Evaluation

o Developed components are tested
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9TLC Phases

        Evaluation

Design

MaintenanceRetirement

Threat modeling and 
risk assessment

Ins
tal

lat
ion

Implementation

o Installation
o Embedded devices get deployed and 

installed in the field in restricted or 
constrained environments

o Maintenance
o After installation, embedded devices 

may be remotely monitored and 
maintained in the field

o Retirement
o When a device reaches the end of its 

life, it is retired from the field
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10TLC process requirements definition: steps

o Started from existing process requirements, from 
some well-known cybersecurity standards

o Adapted these pre-existing requirements to the ORSHIN 
context

o Defined requirements that are specific to hardware 
design and open source

o In total, we defined 95 requirements
o 73 arranged from existing 
o 22 new specific for HW and OS
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11ORSHIN Trusted Life Cycle vs State of the Art

o Started with several existing standards e.g.:
o Industrial automation: ISA/IEC 62443
o Automotive: ISO/SAE 21434
o Medical: ISO 81001-5

o None of them is addressing the problematics of Open Source 
HW/ Silicon and we don’t see a trivial way of applying one of them 
to this landscape

o Defined the Trusted Life Cycle
o Phases of the TLC process requirements
o Definition of open source HW & scoring
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12Example of new requirements

Selection of third-party components in Open Source (Process 
category)

 
To make it easier for others to replicate and modify the hardware, when 
possible it is better to prefer the use of free and open-source third-
party components, as opposed to proprietary technology.

Apply hierarchical and modular design approach in 
Hardware design (Technology category)

 
Apply a hierarchical modular approach to design, by recursively divide 
systems into modules, reuse regular modules when possible, define 
well-formed interfaces between modules and sub-systems.
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13The idea & guiding principles

1. Clarify the different components of an open-source 
hardware

2. Assign level of how much each component is open-
source separately 
a. Evaluate properties specific for the component
b. Compute a vector with these evaluations 
c. Compute the overall score

3. Compute the score of the hardware considering the 
scores of subcomponents
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14Definition of open source hardware: views
VIEW 3

VIEW 2

VIEW 1

VIEW 0
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15Definition of open source hardware: view 0

SKY130
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16Definition of open source hardware: view 1

RISC-V
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17Definition of open source hardware: view 2

Secure element
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18Definition of open source hardware: view 3
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19Raspberry Pi4 VS USB Armory Scores
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Security requirements in the trusted life cycle of OSH
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21ADF augments ORSHIN’s TLC

AttackDefense Framework 
(ADF) to threat model the TLC 
(Design, Implementation, …) and 
the end product (Cryptowallet, 
PLC, …)

https://horizon-orshin.eu/
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22Threat Modeling (TM)
o System and attacker model

– What do we want to protect? (cryptowallet) 
– From whom? (remote or physical threats)

o Threat identification
– What are the possible attacks? (STRIDE, LINDDUN) 

o Risk scoring
– How serious they are? (CVSS)

o Defense plan
– How do we mitigate/fix them?
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23AD Template (YAML)
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24ADF Overview



ho
riz

on
-o

rs
hi

n.
eu

25

ho
riz

on
-o

rs
hi

n.
eu

25ADF Overview (2)
o Catalog

– YAML files containing AD objects (ADs)
– AD describes a threat (attack, defenses, attacker model, 

…)
o Parse

– Extract ADs from YAML, XML, TOML, … 
o Check

– Semantic and syntax checks ADs
o Analyze

– Process ADs (set, vector, tree, …)
– Augment System modeling and threat identification



ho
riz

on
-o

rs
hi

n.
eu

26

ho
riz

on
-o

rs
hi

n.
eu

26Generated 175 ADs

Coverage: LC: Lifecycle, SE: Security, PO: Product, HW: Hardware, FW: Firmware, 
PR: Privacy, SW: Software, PT: Protocols
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27Wireless/IoT AD: KNOB 

https://francozappa.github.io/project/knob/
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28Hardware AD: Invasive FIB  

https://link.springer.com/referenceworkentry/10.1007/978-1-4419-5906-5_511
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29Low-level Software AD: Spectre  

https://spectreattack.com/
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30Life cycle AD: ISA/IEC 62443-4-1  

https://webstore.iec.ch/publication/33615
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Conclusions
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32Conclusion

o TLC: Flexible process for device manufactures to show the 
evidences of cybersecurity dimension in projects with Open 
Source components

o AttackDefense Framework: novel framework for threat 
modelling
– Machine readable format, connecting & referencing

o ORSHIN
– Project in 2nd half, October 2022 - September 2025
– Security Pattern, EURECOM lead contributors (TLC & ADF)
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If you need further information, please contact the coordinator:

TECHNIKON Forschungs- und Planungsgesellschaft mbH

Burgplatz 3a, 9500 Villach, AUSTRIA
Tel: +43 4242 233 55   Fax: +43 4242 233 55 77

E-Mail: coordination@horizon-orshin.eu
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