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“We are witnessing cyberattacks on infrastructure, health services systems captured and and home

electronics devices used as by
arm, in Security Manifesto, 2017.
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RISC-V MCU TEE

loT-based devices requirements
Connectivity (e.g WiFi, Bluetooh, ZigBee)
* Upgradability (e.g. firmware, features, security)

Sensitive information (e.g. keys, certificates)

Isolate! TEE to the rescue

Hardware-enforced Isolation
*  Separate execution environment

*  Multiple protection models

Trusted Execution )
Environment

RISC-V TEE for MCU

* No RISC-V TEE MCU related spec

* Existing solutions have limitations (performance
& power)

* Evolving ecosystem

Can devs do something?




Contribution: Novel TEE for RISC-V MCU

A A A
Central Novelty VU-mode VU-model VU-moce
" Virtualization-based TEE Y
. . RTOS RTOS RTOS
= SPMP with Hypervisor support (VS-mode) (VS-mode) (VS-mode)

[VSPMP] [VSPMP] [VSPMP]
Implementation and Artifacts

= SPMP for Hypervisor Spec
= Spike (SPMP for Hypervisor) Model BAS1-H CPU

. BA51-H MCU (RISC-V fhp_}
"= Bao SPMP-H port IIIII o I

Memory Protection Unit

Bao Hypervisor (HS-mode)
[SPMP]

Firmware {M-mode) - ePMP




Use Cases Motivation




Renesas 28nm Cross-Domai
'Featuring Virtualizatio

WHITE pApER arm

Best Practices for | ETAS
Armv8-R Cortex-R52+
Software Consolidation

Dr Paul Austin, Principal Software Enginedr, ETAS

Dr Andrew Coombes, Senior Product Manager, ETAS

Paul Hughes, Lead Systemn Architect and Distinguished Engineer ATG, Arm
James Scobie. Director Automotive Product Management, Arm

Bernhard Rill. Director Automotive Partnerships EMEA. Arm



Use Cases: Automotive Domain/Zonal Controllers

= ECU consolidation:
: Reduce complexity and cost
= Safety - 1SO026262 (FFI)
=  High-performance
3 Real-time (Predictability)

Domain Controller: EV/HEV PowerTrain

SHASSE STEERING

= EV/HEV PowerTrain*:

= Battery Management System (BMS) AUTOSAR OS AUTOSAR 0S

FREERTOS

Baremetal
= Chassis Control

=  Power Management (DC/DC Inverter)

= Steering Control
= Model Predictive Control (MPC)

= Thermal Monitoring
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Use Cases: Secure Al at the edge

Separation for

Security/Resilience:

Reduce complexity and cost

Consolidation while avoiding Security
issues

End-User SW support

Real-time Operation

= End User / OEM:

Simple use of ODM maintained on-chip
services (e.g. Secure Channel to cloud)

Transparent software sandbox with
software adjustable/assignable
resources

Control / acceleration of on-chip Al
(pre)processing, offload to cloud

Edge Al

Use case SW,
Al models I/F,
Business Logic

NEURAL
PROCESSOR
CTRL/ACC

End User/ OEM
OEM

FREERTOS Baremetal

ZEPHYR OS ZEPHYR OS
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Design & Implementation




= Translation
MMU

Memory Management Unit

= Protection
= Flexibility

= Protection
* Predictability
= Simplicity



RISC-V TEE MCU-H Architecture

Apps Apps Apps
(VU-mode) (VU-mode) (VU-mode)

RTOS RTOS RTOS
(VS-mode) (VS-mode) (VS-mode)

vSPMP vSPMP vSPMP

Hypervisor (HS-mode) - hgPMP
L U Riscveruy O

Firmware (M-mode) - ePMP
Disadvantages:

RISC-V CPU(S) e Hypervisor portability

e Firmware Reuse
e No platform-level domains
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RISC-V SPMP (for Hypervisor)

PLRISC-V’

RISC-V S-mode Physical Memory
Protection (SPMP)

Editor - Dong Du, RISC-V SPMP Task Group

Version 0.9.1, 10/2023: This document is in development. Assume everything can change. See
httpfiriscv.orglspec-state for details.
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RISC-V S-mode Physical Memory
Protection for Hypervisor

Editor - Dong Du and Sandro Pinto

Version 0.1, 11/2023: This document is in development. Assume everything can change. See
httpfiriscv.org/spec-state for details.




RISC-V Spike SPMP for Hypervisor

< y ithub.com;

O Product Solutions Open Source Pricing Search or jump to...

A crosscon / riscv-isa-sim  Public L\ Notifications Y Fork O

<> Code (&) lssues I Pullrequests () Actions [ Projects (@ Security |+ Insights

¥ main ~ ¥ 1Branch © 0 Tags Q, Gotofile ¢> Code ~ About

A modified riscv-isa-sim with unified

@ zputrle SPMP: Use guest access fault causes. b49e3a5 - last month D) 3,037 Commits SPMP extension.

.github/workflows Attempt to fix Mac OS C 7 months ago 0 Readme

& View license
arch_test_target/spike update set_msw/clear_msw/set_mtimer/clear_mtimer & months age

A Activity
ci-tests v5PMP: Apply several fixes. 2 months ago E Custom properties

. ¥ Ostars

customext Remove decode_macros.h from disasm.h last year

& 1watching
debug_rom DSCRATCH is now called DSCRATCHO 2 years ago % 0 forks
disasm Change disasm for vset{ijvli with reserved vtypes to display t... & months ago Report repository
felt nstall header files fdt.h and libfdt_env.h as needed by libfdt.h 7 months ago

Releases
fesvr nclude cerrno in fesvr/elfloader.cc 7 months ago No releases published
riscy SPMP: Use guest access fault causes. last month

Packages
scripts Update config file to support aarch64 4 years ago

No packages published
softfloat Add convertion function between binary float16 and float3 10 months ago

Contributors 142
spike_dasm Add config.h includes directly to source files instead of relyi... 2 years ago

22300
spike_main v5PMP: Apply several fixes. 2 months ago

[Is] .gitignore gitignore: ignore emacs backup files last year @ @ Q s ° LAD

+ 128 contributors
E] Changelog.md 1.1.0 release 3 years ago -

B LICEMSE Update LICENSE copyright date 7 years age Lanauades
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Beyond BA51-H

INSTRUCTION
AXI INTERFACE

INSTRUCTION
QMEM INTERFACE

INTERRUPT
REQUESTS

DEBUG MODULE POWER MANAGEMENT
INTERFACE (APB) INTERFACE
Beyond BAST-H DEBUG MODULE POWER MANAGEMENT " RlSC-V RV32IMAFC
oo = Hypervisor Extension
~ awen | » Unified SPMP extension:
kil py = Adds support for the supervisor mode
2 |[_OVER |- physical memory protection;
e ] TEE = Zc Extension:
S 2E|| |5 [[ewmimen] 3 =  Reduces the code size by adding to the 16-
sl (2| |28 |23 I 2 bit instruction set;
ra 2 517 & LOAD/STORE S .
n ; f = Sstc Extension:
INTERRUPT AXI / QMEM SELECT . . . .
CONTROLLER |- =  Timer services in supervisor mode;
(VIC/PIC or APLIC)
— A = Advanced Platform-Level Interrupt
25 Controller (APLIC):
HYPERVISOR TIMERS and & g
EXTENSION NTER — o Z .
8-+ 1. v8 hotn Sste) 53 = |nterrupt delegation;
DATA AXI DATA QMEM 18

INTERFACE INTERFACE



Bao

Type-1/ Bare-metal

Static Partitioning Architecture:
1:1 vCPU-to-pCPU mapping

Static memory assignment

Hardware-assisted

Inter-VM communication
Real-Time & Predictability

No Dependencies (libraries / OS)
RISC-V and Armv8-A ISA

Hypevisor
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Bao RISC-V: SPMP Hypervisor

Two-layer MPU/PMP Design

= Top Layer - Architecture-independent (VMPU)
= Bottom Layer - Architecture-dependent (PMPU)

Advantages of such Design

=  Agnostic memory management

HYP CPUO VMo HYP CPU1 Bao HYP CPU2 VM1 HYP CPU3

= Agnostic policy-checks mom e wou | | ey

I T

= Optimized PMP entry management =N N

CPUO CPU1 CPU2 CPU3
PMPU PMPU PMPU PMPU

RISC-V SPMP Limitation

= No shared regions between hypervisor and guest

* Bao does not use shared permissions -> duplicated regions (flipped
mode bit)

20



Validation and Evaluation




penSBI vl.4-31-g322b598

[Platforn Name
Platforn Features
JPlatform HART Count
JPlatform IPI Device
Platform Timer Device
[Platform Console Device
JPlatform HSM Device
JPlatforn PMU Device
Platform Reboot Deuice
Platform Shutdoun Device
[Platform Suspend Device
Platform CPPC Device
[Firnuare Base

[Firnuare Size

JFirnuare RW Dffset
fFirnuare RW Size
[Firnuare Heap Offset
JFirnuare Heap Size

[Firmuare Scratch Size
[Runtine SBI Uersion

[Domain® Name
[Donain® Boot HART
Pomain® HARTs
[Domain® Region0®
[Domain® Region@l
[Domain® Region0Z
[Domain® Region03
[Domain® Region04
[Domain® Region0S
Donain® Regionte
[Pomain® Next Address
ponaing Next Argl
Pomain® Next Mode
[Domain® SysReset

Boot HART ID

Boot HART Domain

Boot HART Priv Version
Boot HART Base ISA

Boot HART ISA Extensions
Boot HART PMP Count

Boot HART PMP Granularity :

: uchbar,spike-bare
: medeleg
D1

+ aclint-nswi

© htif
: htif

: 0xBOOOOOOO
: 315 KB

: 0x40000

59 KB

© 0x46000
: 35 KB (total), 2 KB (reserved), 9 KB (used), 23 KB (

: root

0=
+ Ox10000000-0x10000f 1 M:
: 0xB80040000-0xB004LT {1 M:
: 0x02080000-0x0ZObEFff M:
: 0xB00000OO-OxBOOIFTFT M:
: 0x02000000-0x020FIff M:
: 0x0c000000-0xOCTIEFff M:
: 0x00000000-OxEFFFEFEL M:
: 0xB0400000

: 0xB2200000

: S-node

: yes

o
: root

: 112

: ru3zinafdch

: sstc,zicntr,zihpn,sdtrig

: aclint-ntimer @ 10000000Hz
: uartB8250

: 4096 B (total), 188 B (used), 3908 B (free)
tZ.0

(L,R,W) S-U: (R,
(R,W) SAU: Q)
C(L,R,W) S/U: Q)
(R,X) 5.U: Q)
(L,R,W) S/U: Q)
(L[,R,W) S-U: (R,W)
() SAU: (RUW.X)

Boot HART
Boot HART
Boot HART
Boot HART
Boot HART
Boot HART
Boot HART
Boot HART
Boot HART
Boot HART
Boot HART
Boot HART

ID

Domain

Priv Uersion
Base IShA

ISA Extensions
PMP Count

PHP Granularity

PMFP Address Bits:

MHPH Info
Debug Triggers
MIDELEG
MEDELEG

Bao Hypervisor

0

root

vl.12
ruiZimafdch
sstc,zicntr,zihpm,sdtrig
16

Z bits

32

0 (Ox00000000)
1 triggers
Ox00001666
Ox00fOb509

Boot HART PMP Address Bits:

Boot HART MHPH Info : 0 (9x00000000)
Boot HART Debug Triggers : 4 triggers
Boot HART MIDELEG : 0x00001666
Boot HART MEDELEG : 9x00£0b509
Bao Hypervisor

BAD WARNING: trying to flush caches but the operation is not defined for this pl
atform

B4 ARNING, frying to £lush coches bt the peration s ot defied. for this 3 BAOD WARNING: trying to flush caches but the operation is not defined for this pl

EQ?:EERNING: trying to flush caches but the operation is not defined for this p at fnrm

[guest 01 Bao bare-metal test guest

[guest 01 cpu @ up

[guest 11 Bao bare-metal test guest

[guest 11 cpu @ up

[guest 01 cpud: timer_handler

Lol L

LY
[guest 11 cpu

[guest 0] cpud: timer_handler
0: timer_handler

0: timer_handler

: timer_handler

: timer_handler

: timer_handler

: timer_handler

: timer_handler

“handler

handler

handler

handler
handler
handler

: timer_handler
: timer_handler
: timer_handler
: timer_handler
: timer_handler
: timer_handler

mer_hand ler

[quest O]
[quest 01
[quest 11
[quest 11
[quest 01

Bao bare-metal test guest

cpu O up

Bao bare-metal test guest

cpu O up

cpud: timer_handler




BAb1-H HW Resources

Hardware Logic Functionality Gates % of (#1) % of (#2) % of (#3)

25,239 100% 5% 12% 3%
£:#AIBA51 CC + 64 KiB SRAM 549,527 2177% 100% 266% 75%

E:£)IBA51 FRC 206,430 818% 38% 100% 28%
:Z)IBAS51 FRC + 64 KiB SRAM 730,718 2895% 133% 354% 100%

Hypervisor extension 7,685 30.4% 1.4% 3.7% 1.1%
PMP (16e€) + unified SPMP (16e) 51,223 203.0% 9.3% 24.8% 7.0%
PMP (32e) 50,733 201.0% 9.2% 24.6% 6.9%
APLIC 1,403 5.6% 0.3% 0.7% 0.2%
Sstc 904 3.6% 0.2% 0.4% 0.1%
Ao 1,287 5.1% 0.2% 0.6% 0.2%

8x Area difference between compact and
feature rich configuration of the processor
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BAb1-H HW Resources

Hardware Logic Functionality Gates % of (#l) % of(#2) %of(#3) % of (#4)
E:#8IBA51 CC 25,239 100% 5% 12% 3%
£:731BA51 CC + 64 KiB SRAM 549,527 100% 266% 75%
£:£3IBA51 FRC 206,430 818% 38% 100% 28%
EZ0IBAS51 FRC + 64 KiB SRAM 730,718 2895% 133% 100%

Hypervisor extension 7,685 30.4% 1.4% 3.7% 1.1%
PMP (16e€) + unified SPMP (16e) 51,223 203.0% 9.3% 24.8% 7.0%
PMP (32e) 50,733 201.0% 9.2% 24.6% 6.9%
APLIC 1,403 5.6% 0.3% 0.7% 0.2%
Sstc 904 3.6% 0.2% 0.4% 0.1%
Zc 1,287 5.1% 0.2% 0.6% 0.2%

SRAM Area dominates
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BAb1-H HW Resources

Hardware Logic Functionality Gates % of (#1) % of (#2) % of (#3)
E:#8IBA51 CC 25,239 100% 5% 12% 3%
£:731BA51 CC + 64 KiB SRAM 549,527 2177% 100% 266% 75%
£:£3IBA51 FRC 206,430 818% 38% 100% 28%
EZ0IBAS51 FRC + 64 KiB SRAM 730,718 2895% 133% 354% 100%

Hypervisor extension 7,685 30.4% 1.4% 3.7% 1.1%
PMP (16e€) + unified SPMP (16e) 51,223 203.0% 9.3% 24.8% 7.0%
PMP (32e) 50,733 9.2% 24.6% 6.9%
APLIC 1,403 5.6% 0.3% 0.7% 0.2%

Sstc 904 3.6% 0.2% 0.4% 0.1%
Zc 1,287 5.1% 0.2% 0.6% 0.2%

e PMP is the main area contributor
1600 gates per entry for (S)PMP
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BAb1-H HW Resources

Hardware Logic Functionality Gates % of (#l) % of(#2) %of(#3) % of (#4)
E:#8IBA51 CC 25,239 100% 5% 12% 3%
£:731BA51 CC + 64 KiB SRAM 549,527 2177% 100% 266% 75%
£:£3IBA51 FRC 206,430 818% 38% 100% 28%
EZ0IBAS51 FRC + 64 KiB SRAM 730,718 2895% 133% 354% 100%

Hypervisor extension 7,685 30.4% 1.4% 3.7% 1.1%
PMP (16e€) + unified SPMP (16e) 51,223 203.0% 9.3% 24.8% 7.0%
PMP (32e) 50,733 201.0% 9.2% 24.6% 6.9%
APLIC 1,403 5.6% 0.3% 0.7% 0.2%
Sstc 904 3.6% 0.2% 0.4% 0.1%
Zc 1,287 5.1% 0.2% 0.6% 0.2%

S 2 HS + VS is important area contributor
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BAb1-H HW Resources

Hardware Logic Functionality Gates % of (#1) % of (#2) % of (#3)
E:#8IBA51 CC 25,239 100% 5% 12% 3%
£:731BA51 CC + 64 KiB SRAM 549,527 2177% 100% 266% 75%
£:£3IBA51 FRC 206,430 818% 38% 100% 28%
EZ0IBAS51 FRC + 64 KiB SRAM 730,718 2895% 133% 354% 100%

Hypervisor extension 7,685 30.4% 1.4% 3.7% 1.1%
PMP (16e€) + unified SPMP (16e) 51,223 203.0% 9.3% 24.8% 7.0%
PMP (32e) 50,733 201.0% 9.2% 24.6% 6.9%
APLIC 1,403
Sstc 904
Zc 1,287

Delegation & Zc instructions are net
area gain due to code size savings

27




BAb1-H HW Resources

Hardware Logic Functionality Gates % of (#1) % of (#2) % of (#3)
E:#8IBA51 CC 25,239 100% 5% 12% 3%
£:731BA51 CC + 64 KiB SRAM 549,527 2177% 100% 266% 75%
£:£3IBA51 FRC 206,430 818% 38% 100% 28%
EZ0IBAS51 FRC + 64 KiB SRAM 730,718 2895% 133% 354% 100%

Hypervisor extension 7,685 30.4%
PMP (16e€) + unified SPMP (16e) 51,223 203.0%
PMP (32e) 50,733 201.0%
APLIC 1,403 5.6%
Sstc 904 3.6%
Zc 1,287 5.1%




Bao RV64 (Application) * 6.9 KSLoC

Trusted Computing Base = 31 KiB (.text)

= 6.4 KSLoC
= 29.5 KiB (.text)
= WIP Optimizations



Conclusion




Status, Road Ahead

Spike reference implementation » RISC-V standardization activities

= unified SPMP and hypervisor * finalize ongoing standardization
extensions efforts

= available from CROSSCON github " memory address translation

Bao initial version = Bao memory footprint reduction

= validated in Spike = free unused memory after init,...

BA51-H implementation  BAb1-H optimizations

= includes all virtualization relevant " hardware support for inter VM
extensions (for MMU-less processor) communication

= unified SPMP and hypervisor = optimized PMP implementation

extensions
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THANK YOU!

<matjaz.breskvar@beyondsemi.com>

<sandro.pinto@dei.uminho.pt>
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