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RISC-V Cores
How we help to secure

Florian ‘Flo’ Wohlrab flo@openhwgroup.org
T @FlorimanWoh T @openhwgroup
www.openhwgroup.org
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Hgenda vy

OPENHMHW?®

Doe we need to Secure RISC-V Cores?
. Who is the OpenHW Group and why we are here
How we add security

. CVEZ2: A Secure Core, ready for integration
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There| RISC-V in real world.. )

OPENHMHW?®
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m ﬂ Modem 4G/5G

= RISC-V already today by some manufacturers, sometimes multiple Cores
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. SSD’s shipped in high volume with RISC-V

Block Diagram - isn't that a great attack vector?

, Sensor
Seculy e LED

25MHz =5 SENGNX Controlles Pl

Crystal The NS

Up to 4CH x 8CE

(32 Targets)

SATA
Host

i *picture for showing the internal working only, sample is not a real RISC-V SSD controller
f TS Ay https://www.anandtech.com/show/10561/maxiotek-unveiIs-mk8115-Iowcost-ssd-contr(gler
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FALSE

Many use, very few talk about it... g
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Panther

Especially ASIC design houses use

Applications:
loT
SSD
Al

Audio |
- Connectivity § =
: :EE. O pE N I'-'isW:® e — 6



Can you design

a commercial chip, %
shipping hundred C

F millions of it?  oeetia

Writing RISC-V Cores is easy
Documenting it is more work
Verifying it is a lot of work
Keeping it up to date ...

ASICs are normally target by Millions, targeting best case
various different end customers, with various different
(undefined) use-cases

.'E'. il .:~. GROULP

s OPENHW® ;

‘u.;l .a' T



A1
4D i
asL amm.
iann LI
llllllll
as: L1
a8t A -
.|.

b b

OPENHMHW?®

why OpenHW Group is here
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. Buy vs. Make? Or can there be more flexibility?

Cost

Custom Core Developed
in-House
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Customization/Control
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License:
Apache 2.0/Solderpad

Cores:
System Verilog
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OpenHW Group deliverables Lo

OPENHMHW?®

License:
- Apache 2.0/Solderpad

Cores:
« System Verilog

Testbenches

- UVM, System Verilog,
a little python and tcl

RISC-V Core
Families
CVE2, CVE4, CVAGb6

Q
(Q\|
(@)
o
=
()
>
S
(]
4
n
>
0p)

Tools

« Siemens Mentor Questa,
Cadence, Synopsys, Imperas,.. Verification
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OpenHW Group

License:
- Apache 2.0/Solderpad

Cores:
- System Verilog

Testbenches

- UVM, System Verilog,
a little python and tcl

Tools
« Siemens Mentor Questa,

Cadence, Synopsys, Imperas,..
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eliverables HW

OPENHMHW?®

RTOS, BareMetal

Compilers (LLVM / GCC)

RISC-V Core
Families
CVE2, CVE4, CVAGb6
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Verification
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OpenHW Group deliverables 1

OPENHMHW?®

License:
- Apache 2.0/Solderpad

RTOS, BareMetal

Cores:

« System Verilog

S
I
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. Testbenches s >
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- UVM, System Verilog, = g
a little python and tcl SIS AN g
SIS 2
CVE2, CVE4, CVA6 @
- Tools
« Siemens Mentor Questa,
Cadence, Synopsys, Imperas,.. Verification
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OpenHW Group deliverables 1

OPENHMHW?®

License:
- Apache 2.0/Solderpad

RTOS, BareMetal

Cores:

. O
- System Verilog . &
2 &
5 S
2 N
- Testbenches S & D
o = ©)
« UVM, System Verilog, = g @
a little python and tcl AN Core E 5&9
Families 2
CVE2, CVE4, CVA6 @
- Tools
« Siemens Mentor Questa,
Cadence, Synopsys, Imperas,.. Verification
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OpenHW RISC-V Roadmap

Planning* OPENMWE
CVvpP8*
CVAG6 CV64A60AX
CV32A60X CV32A65X*
Coherence
CV32E40PX CV32E41
CV32E40P CV32E40X
CVE4 CV32E40S
CVE2
ARM equivalent ARM MO+ ARM M4/M33 ARM M7 / A7 /| A55 L
. a@aEs . X aROUS
O pE N HW® NOTE: Roadmap of OpenHW is Member driven and may change without further notice 15

PROVEN PROCESSDR IP

*Cores in planning under discussion or expected to be added but not yet started, nor guaranteed to come
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Who are the OpenHW Group?

OPENMHW?®

Global, non-profit Organization (registered in Canada)

Host and curate high quality RISC-V Cores (and related IP)
for industrial usage

Provide infrastructure, coordination and support
Develop, Verify, Document - in line with industry best practice

Driven by Members (Industry, Academia, Research)
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Universidade do Minho

- OPENHW*
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SILICON LABS
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180+ Members & Partners

Barcelona
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Supercomputing

Center

Centro Nacilonal de Supercomputacion

«»PULF

Parallel Ulkrs Low Power
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PROVEN PROCESSOR 1P 1209+ Members & Partners OPENHW:E
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Umversnty of
- E M| uOttawa @ Reading UC SANTA BARBARA

Universidade do Minho

Science and
Technology
Facilities Council

UNIVERSITY OF

Southampton

UNIVERSITY QF

{;TORONTO
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188+ Members & Partners OPENHW:E

Srne aws cadence ®

XILINX

G2

LPH?H&#EA‘:E?“ RSC )ﬂiﬁ

(Eyenne ADIGILENT

GLOBAL, LLC A National Instruments Company

< (ECLIPSE Foss| 47 GroupGets [I§ Lp

OpenUK ¢ ORCRO (=) R, ﬁS‘/ﬂ[]PS\/S@)

Accounting, Legal, Banking
|BDO y» MOORCROFTS NORTON ROSE FULBRIGHT [\

CORPORATE LAW

LTCA OPENHW@ © OpenHW Group March 2023 19
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Open-Source
Collaboration In the
Semiconductor
INndustry

How do you organize that over multiple Companies?
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Open-Source Collaboration in Eh
Semiconductor Industry oo

Open source enable a lot of more possibility's to handle things in

different ways
RISC-V Spec: implement your own Core, get hands on, compare with others, learn

U

Industrial grade, open source Cores

Industry can deploy for products
Academia and Research can use the same Core

- Industry Partners and Academia collaborate

e.g.. Industry partner wondering if he can accelerate function X with dedicated
HW accelerator, University can help to evaluate

;Ei ik .:: SHROLE

404 OPEN HW@ .
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working Groups & Task Groups vy

OPENHMHW?®

- Board of Directors approves elected Chairs of Working Groups and has final
approval of working group recommendations

- Technical Working Group
 Cores Task Group
« Verification Task Group
e SW Task Group
*  HW Task Group
- Safety & Security Task Group

- Marketing Working Group

e University Outreach Task Group

. OpenHW Asia Working Group (ECLIPSE
- OpenHW Europe Working Group T e i:’TsélésiN Eumome w
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- Together with internal OpenHW Group engineering staff, member-cgompany .
development engineers (FTEs / ACs) establish and execute OpenHW Group’projects

e 20+ active projects across CORE-V RTL, Verification, GCC / LLVM, IDE, RTOS, FPGA, SoC, etc. with more
projects in the pipeline

4 8ilF h GROULP

OPEN HWE © OpenHW Group March 2023 23



https://github.com/openhwgroup/core-v-docs/blob/master/program/dashboard/Dashboard.md
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Technical Working Group (TWG) «dy

Co-Chair: Jerodme Quévremont, Thales Research & Technology

THALES

Drive the overall technical direction, development roadmap and
project execution for all technology related activities within the
OpenHW Group and oversee the Task Groups

TWG is essentially the OpenHW Group company’s “R&D / Engineering
Organization”

OpenHW Group engineering release methodology is based on the
Eclipse Development Process

All OpenHW Group Platinum / Gold / Silver members are also Solutions
members of the Eclipse Foundation (E
ECLIPSE

FOUNDATION

;E'. ik .:‘. GROULP

........... OPEN HW@ © OpenHW Group March 2023 25
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Cores Task Groug vy

OPENHMHW?®

Chair: Arjan Bink, Silicon Laboratories €& THALES

SILICON LABS
Vice-Chair: Jerome Queéevremont, Thales Research & Technology

Define and develop feature and functionality roadmap and the open-
source IP for the cores within the OpenHW Group.

Initial contribution of open-source RISC-V cores mainly from
ETH Zurich PULP Platform ETHziirich «»PULP

The OpenHW Group is the official committer for these repositories

.'E'. il .:~. GROULP

"""""" ' OPENHW:® © OpenHW Group Varch 2023 %


https://www.pulp-platform.org/
https://www.openhwgroup.org/projects/
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Verification Task Grour

(::>I=='EEEI‘~II-l'\/\v'@

. Chair: Jean-Roch Coulon, Thales Silicon Security THALES
. Vice-Chair; -----

Develop best in class verification test bench environments
for the cores and IP blocks developed within the OpenHW
Group.

Ad8FR . arour
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SW Task Grour Cwhi

. Chair; Paolo Savini, Embecosm @ECOSM
. Vice-Chair: Yunhai Shang, Alibaba T-Head £2 Alibaba Group
PP

. Define, develop and support SW tool chain, operating
system ports and firmware for the cores and IP developed

within the OpenHW Group

. SW TG active projects include: GCC/ LLVM, IDEs, FreeRTOS,
HAL, CORE-V MCU SDK, etc.

March 2023 31
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SW Task Grour

Compilers are fully up streamed for CV32E40Pv2
GNU Tools/GCC 14.1 to be fully up streamed for CVE4 by Apr 2024
Clang/LLVM 18 to be fully up streamed for CVE4 by Jan 2024

OPENHMHW?®

Features include:
Core awareness

.+ Xpulp integration
native HWIloop support

GGGGG

OPEN HW@ 32
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SW Task Grour

QEMU

RTOS support
FreeRTOS =>10.3.0
Zephyr 2.4, 2.5,..

Linux OS Support
Linux Kernel 6.2 Support @
uBoot and OpenSPI

buildroot Red Hat
Fedora and RedHat working on Linux Support

:5: ik .: ::::::

404 OPEN HW“" .
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HW Task Group 4V

OPENHMHW?®

. Chair: Tim Saxe, QuickLogic & QuickLogic
. Vice-Chair:----

. define, develop and support SoC and FPGA based
evaluation / development platforms for the cores and IP
developed within the OpenHW Group.

Ad8FR . arour
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CORE-VV*"MCU T= Ut 1St he

Interleaved Memories
112KB 112KB 112KB 112KB
SRAM SRAM SRAM SRAM

Tightly Coupled Data Memory Interconnect

data

Non-Interleaved Memories

32KB
SRAM
Bank O

32KB
SRAM
Bank 1

JITAG

instr,

eFPGA

24KB RAM, 4 MACs, 1024 SLC, 4K FFs

GPIO

sl op | oP o
Dual-Clock fgﬁ,

FiFO
4X MAC

Event Unit

CAM

Dual-Clock
FIFO
APB / Peripheral Interconnect :

SDIO

System

Deb
Generator CLK Unit

%Eilicun
© OpenHW Group
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Real Time Operating System
(e.g. FreeRTQOS) capable
~400+MHz CV32E4 MCU

Embedded FPGA fabric with
hardware accelerators from
QuickLogic

Multiple low power
peripheral interfaces (SPI,
GPIO, 12C, HyperRAM, CAMIF,
etc) for interfacing with
sensors, displays, and
connectivity modules

Built in 22FDX with

March 2023

37



llllll
lllllllllll
llllllllllll
lllllllllll
llllllllllll

llllll

TRISTAN

TRISTHN Overview vy

“Together for RISc-V Technology and ApplicatioNs”

TRISTAN is a 36 month KDT-JU (Key-Digital Technology Joint
Undertaking) program under the Horizon-Europe calls via a public-
private partnership focused on research and innovation to reinforce
the EU's strategic autonomy in the electronic components and systems
sector

There are 46 participants in TRISTAN and several are part of OpenHW
Group ecosystem

THALES D, & SIEMENS

b
OPENMHWE

ar

ALMA MATER STUDIORUM
UNIVERSITA DI BOLOGNA

;Ei ik .: ::::::

........... OPEN HW@ © OpenHW Group March 2023 40
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CV32E40S - PA / TRL 4

* 4-stage, in-order, single-issue OPENHW?®
* RV32[I| E][M | Zmmul]
Zca_Zcb_Zcmp_Zcmt (CV32E40S
[Zba_Zbb_Zbc Zbs_Zkt Zbkc] reem] [ ] a
ZicsrZifenceiXsecure ti’f/
(onset |11 [
* M/U-mode, CLINT or CLIC, OBI, W e
ePMP, I\/IA,%us error
- Xsecure: Custom Security | ( ﬁ (eropt mrtace
xtentions / f
 Project goal: industrial grade (TRL 5)
1 OPENHWe
R A — Provenr,rocessoRIP—— © OpenHW Group January 2024 42
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LV3IeE4US - S

. Xsecure extension:
Security Alerts
Data Independent timing
Dummy instruction insertion
Random instruction for hint
Register File in ECC
Hardened PC/CSR's

U

Curity

lllll
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-----

Check our Manual:
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OPENHW?®

Examples of community collaboration
([excerpts only)
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ECC

An ECC project for CVA6 needed OFENFWE

Parity
Cheap, but no correction capabilities

Useful if data is read-only (instruction caches) or replicated (write-through data
caches): upon an error, invalidate and fetch again

SECDED

Expensive (impacts latency), but provides error correction capabilities
Useful if data can be modified (write-back caches): upon an error, correct it

ECC codes can be used for end-to-end protection
Send data to other cores, memory, etc. along with ECC code

GROUP

Y OPENHW®
PROVEN PROCESSOR 19
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Approach for CVAB by Thales

Dual Core Lockstep . Opional delays: T OPENHW?®

- Eelax criticol paths
- Reduce risk of sarme error on both sides
- Silicon cost

:
" we, byte enable.i.

' v N Slide taken from: Sebastien Jacq'’s
:?: ,\,000 presentation in April-2024 meeting

Error Large XOR trees

- Can be pipelined
- Can skip ¢ low importance signals »
o Fubime e san el ined 1hs socumest may ho! Se meroduced mociwd, adapied. putsshed Yordaowad 1 any way 1 whole of 1 oo or decmed 10 g Het DOty Wit the oriod witien commeet of Bose) © 2023 THALES. Al dghts seserved
{OPEN)

GROUP

OPENHW® .
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4 Thal

. OPENHW®
. Characteristics

- Do not replicate caches (rely on SECDED)
- Compare all activity reaching caches (including accesses that hit in caches)

- Pros/cons o
Q
« (pro) Lower area cost than full core replication with caches &

« (pro) Errors can be anticipated w.r.t. full core replication since we don’t have to
wait until data is evicted from cache

- (cons) Some parts of the cache may remain unprotected (e.g., decoding logic
leading to accessing wrong row/column)

« (cons) Some errors that could be masked are reported already

- (cons) Hard faults in parts of the cache may not allow operation due to lacking
any sort of redundancy

"4 ‘Ill
& '::::: .:: =

a0 OPENHW®

PROVEN PRCCESSOR IP
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L et us be your Core Provider

Hl ER &8
LI 11111 lg
-

OPENHW?®

. OpenHW as a platform to host. Maintain and verity high
qguality, industrial grade Cores

. Academia an Industry to work together
. Fully open Cores (RTL, Verification) challenge our RTL!

. Security is important, lets work together

:Ei'::::: .: ::::::
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OpenHW Group & CORE-V Family of open-source RISC-V cores
for use in high-volume production SoCs

Visit www.openhwgroup.org for details

Learn more at OpenHW TV

Follow us on Twitter @openhwgroup & LinkedIn OpenHW Group
Talk to us: flo@openhwgroup.org

.'ii ;'" .:; GROUP
""""" OPEN HW® © OpenHW Group March 2023 49
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http://www.openhwgroup.org/
https://www.openhwgroup.org/resources/openhwtv/
https://twitter.com/openhwgroup
https://www.linkedin.com/company/openhwgroup/
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RISC-V Cores

CVE2/CVE4 /CVAB
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TRL Levels as Utilized by Op

TRL = Technical Readiness Level OPENMW?®
TRL OpenHW Utilization
1-Basic Principles Observed *OpenHW research projects may target TRL-1 as project output, e.g. to develop novel approaches to core or

accelerator architecture

2-Concept Formulation Core IP or accelerator development projects are typically initiated as TRL-2 concepts, identifying
principles and applications of the IP
*The OpenHW Project Concept Gate output includes a TRL-2 description of the Core IP

3- Proof of Concept Core IP or accelerator development projects will pass through TRL-3 as the (RTL) design
completes.
Proof of concept is shown by core compilation and demonstration of basic operations (e.g. Linux
booted, coremark results, hello-world)

4- Component Prototype Core IP or accelerator projects will pass through TRL-4 as they produce preliminary PPA results
(via synthesis scripts for FPGA or ASIC) and/or run preliminary application code, such as an
accelerator running machine learning code.

5- Subsystem Designed and Core IP projects reach TRL-5 as they complete full verification. The OpenHW RTL Freeze checklist
Tested process verifies that the design is fully ready for industrial adoption.

6-Functional (Alpha) Prototype ‘OpenHW IP that is integrated into an MCU system or other device reaches TRL-6 as prototype
Silicon is fabricated and demonstrated on a development board or other platform.

7-Field Demonstration Prototype -<OpenHW IP that is integrated into an MCU system or other device reaches TRL-7 as prototype
Silicon is fabricated, deployed and demonstrated in the field.

GROUR

| OF’ENHW““' © OpenHW Group January 2024 51
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CVHB

* 6-stage, in-order, single-issue OPENHWe®

« RV{32 | 64}IMAC[FD][V]Zicsr
« M/S/U-mode, CLIC, AXI

- Flexible application core
* Linux-compatible thanks to MMU

« 32 or 64 bit (CV32A6, CV64A6) from
_sr?]rr]e I§TL (64b from ETH, 32b from
ales

* L1 caches

. E)roject goal: industrial grade (TRL e (8 \

 Currently drafting specifications,
entry point for next stages

i OPENHW®
WR A —— e rROVENPROCESSOR I —— © OpenHW Group January 2024 59
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CLVW-PL/TRL A4

* 5-stage, single-issue, in-order e i : 1., OPENHW?®
* RV{32,64KI,E}M][F[Zfh][DI[QIIAILC] e i
- T T T T
° CaChe UNCOREI
none, associativity, capacity EBU
- Branch Prediction | I | | N
none, 2b BHT, GSHARE i i A | |
- MMU and TLB wblh allir]
entries, sv32/sv39/sv48 | | i - | |
.. I rie PMP: » |::JF W‘B ; :’_
* M, S, U Privileged support - | ——— ==
» CLIC (and PLIC support) | P e ri}lj
- Targets both FPGA and ASIC i | 1 1 1
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C\VW — preliminary PPH

e CV32WG OPE“;:JHW@
 COREMARK/MHz: 2,54

Technology Frequency Area Comments

28nm ~1GHz NL.A. Biggest configuration

Upcoming Textbook:
RISC-V System-on-Chip Design

by Harris, Stine, Thompson, and Harris
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